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Data Access Request Form (DARF) 

Applicants should ensure that they have discussed this request with the National Joint Registry research department. The National Joint Registry acts as data processor to HQIP and is referred to as the ‘data provider’ for the purpose of this data access request.
Once completed please return this signed form to research@njr.org.uk 
All sections within this form are mandatory unless specifically stated otherwise. Unless this form is completed in full, it will be returned to the applicant which will extend the time to data receipt.

	For HQIP office use only

	HQIP application number
	HQIP	Date of submission to HQIP
	Click or tap to enter a date.
	If applicable, any linked application number(s)
	Click or tap here to enter text.	Charging category
	Click or tap here to enter text.
	Tracking history
	Click or tap here to enter text.
	Expiry date
(standard expiry date is 12 months from the date of HQIP’s signature)
	Click or tap to enter a date.
	DSFC reference 
	Click or tap here to enter text.
	DFSC expiry
	Click or tap to enter a date.
	NJR ONLY – Data to be accessed via Data Access Portal (DAP)
	Yes ☒                              No ☐
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	Section 20

	
	Applicant organisation(s)
	Data provider

	Type of                      data 



Level of data
	Data items spreadsheet
	Evidence of Data Security and Protection (DSPT) Toolkit or equivalent
	Data flow map
	Ethics approval OR confirmation that it is not required
	Fair processing information
	Legal basis supporting evidence (such as, consent form and patient leaflet, s251 application and approval letter or any other evidence)
	Signed NHS England Framework Contract
	Signed NHS England Data Sharing Agreement
	Description for how the data will be de-identified to reduce any risk of re- identification
	Fair processing information

	Anonymous HQIP data
	
	
	
	
	
	
	
	
	
	

	De-personalised HQIP data
	
	
	
	
	
	
	
	
	
	

	Personally Identifiable HQIP data
	
	
	
	
	
	
	
	
	
	

	NHS England data
	
	
	
	
	
	
	
	
	
	






Terms and Conditions for Use of HQIP Data
BACKGROUND
[bookmark: a481953]HQIP agrees to share the HQIP Data (defined below) with the Applicant on the terms set out in the Contract (as defined below).
[bookmark: a272595]The Applicant agrees to use the HQIP Data on the terms set out in the Contract.
[bookmark: a393794]The Applicant has submitted a request to HQIP using the Data Access Request Form (defined below) for access to the HQIP Data. These Conditions together with the Data Access Request Form comprise the Contract.
AGREED TERMS
[bookmark: a496256]Interpretation
The following definitions and rules of interpretation apply:
[bookmark: a923833]Definitions:
[bookmark: a424284]Agreed Purpose: the purpose(s) for which the Applicant wishes to use the HQIP Data, as set out in section 3, section 4 and section 5 of the Data Access Request Form as such purposes may be amended by written agreement from HQIP from time to time, subject to the payment of any related Charges.
Anonymous Data: has the meaning set out in the Data Access Request Form.  
[bookmark: a516494]Applicant: the party named as such in the Data Access Request Form.
Business Day: a day other than a Saturday, Sunday or public holiday in England when banks in London are open for business.
Change Fees: the fees notified by HQIP to the Applicant, to be paid by the Applicant to HQIP, in relation to a change in the HQIP Data that the Applicant wishes to access.
Conditions: the terms and conditions set out in this document as amended from time to time in accordance with condition 27.
[bookmark: a787847]Contract: the contract between HQIP and the Applicant for the sharing of the HQIP Data by HQIP with the Applicant in accordance with these Conditions, the Data Access Request Form and any attachments to the Data Access Request Form. 
Data Access Request Form: the Applicant’s request to HQIP for access to the HQIP Data set out on the form attached to these Conditions and approved by HQIP and any subsequent form(s) as completed by the Applicant and approved by HQIP which refer to these Conditions.
Data Destruction Certificate: HQIP’s required form of certificate in relation to data destruction as set out in the Schedule to these Conditions.
[bookmark: a258215]Data Sharing Code: the Information Commissioner's Data Sharing Code of Practice of May 2011, as updated or amended from time to time.
[bookmark: a618113]Data Protection Legislation: all applicable data protection and privacy legislation in force from time to time in the UK including the retained EU law version of the General Data Protection Regulation ((EU) 2016/679) (UK GDPR); the General Data Protection Regulation ((EU) 2016/679) (EU GDPR); the Data Protection Act 2018 (DPA 2018); the Privacy and Electronic Communications Directive 2002/58/EC (as updated by Directive 2009/136/EC) and the Privacy and Electronic Communications Regulations 2003 (SI 2003 No. 2426) as amended; any other European Union legislation relating to personal data and all other legislation and regulatory requirements in force from time to time which apply to a party relating to the use of Personal Data (including, without limitation, the privacy of electronic communications); and the guidance and codes of practice issued by the relevant data protection or supervisory authority and applicable to a party, including the Data Sharing Code.
GDPR: the UK GDPR or the EU GDPR, whichever is applicable.
De-personalised Data: has the meaning set out in the Data Access Request Form.
EEA: European Economic Area.
FOIA: the Freedom of Information Act 2000.
HQIP: Healthcare Quality Improvement Partnership (company number 6498947) whose registered office is at 27A Harley Place, London, W1G 8LZ.
HQIP Data: the Anonymous Data, De-personalised Data and Shared Personal Data to be shared with the Applicant by HQIP.
Initial Fees: the fees notified by HQIP to the Applicant, to be paid by the Applicant to HQIP prior to the relevant data sharing taking place, in relation to the Basic, Standard and Complex HQIP Data (identified in the Data Access Request Form) that the Applicant wishes to access.
[bookmark: a715491]Personal Data: the Personally Identifiable Data (including Personal Data and Special Category Personal Data) and De-personalised data (which can be reverse engineered to re-identify an individual) to be shared between the parties under section 5 of this document.
Personal Data Breach: a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to the Shared Personal Data.
Personally Identifiable Data: has the meaning set out in the Data Access Request Form. 
[bookmark: a839399]Renewal Fees: the annual renewal fees notified by HQIP to the Applicant, to be paid by the Applicant to HQIP prior to each anniversary of the date of the initial sharing of the HQIP Data by HQIP with the Applicant.
Subject Access Request: the exercise by a data subject of his or her rights under Article 15 of the GDPR and the DPA 2018. 
Supervisory Authority: the relevant supervisory authority in the territories where the parties to the Contract are established.
Transfer Dates: the date or dates when the HQIP Data is transferred to the Applicant.
Term: the length of time for the data sharing (usually 12 months) with the expiry date specified by HQIP in the Data Access Request Form. 
[bookmark: a887133]Controller, Processor, Data Subject, Special Categories of Personal Data, Processing and "appropriate technical and organisational measures" shall have the meanings given to them in the Data Protection Legislation. 
[bookmark: a454440]A reference to a company shall include any company, corporation or other body corporate, wherever and however incorporated or established.
[bookmark: a565805]A reference to a statue or statutory provision shall include all subordinate legislation made from time to time under that statute or statutory provision.
[bookmark: a990122]References to conditions and schedules are to the conditions and schedules of these Conditions.
[bookmark: a959320]Any words following the terms including, include, in particular or for example or any similar phrase shall be construed as illustrative and shall not limit the generality of the related general words.
[bookmark: a777934]A reference to writing or written includes email.
In the event of any inconsistency, discrepancy or conflict between a Data Access Request Form, these Conditions and the Schedule, the conflict in relation to the HQIP Data covered by that Data Access Request Form should be resolved in the following descending order of priority: 
the Data Access Request Form (including any attachments to the Data Access Request Form; 
these Conditions;
the Schedule. 
[bookmark: a508264]Commencement and Term
[bookmark: _Ref19528170]The data sharing shall commence on the date of HQIP’s approval signature in the Data Access Request Form and shall continue for the Term which ends at midnight at the end of the stated expiry date (included in the table at the start of the Form), unless terminated earlier in accordance with condition 12, condition 14 and condition 17, when it shall terminate automatically without notice.
Without prejudice to condition 2.1 it is the Applicant’s responsibility to instigate any request for an extension to the Term, in good time to allow for HQIP to consider whether to approve the Applicant’s request, and HQIP cannot be held responsible if the Applicant’s request is not made to allow sufficient time for the HQIP approval process.  
Purpose
[bookmark: a849551]The Applicant shall only process that HQIP Data for the Agreed Purpose. 
[bookmark: a801110]Compliance with data protection laws
[bookmark: a478442]The Contract sets out the framework for the sharing of HQIP Data between HQIP, and the Applicant. Where HQIP is sharing Personal Data with the Applicant HQIP acts as a Controller when it discloses such Personal Data and the Applicant acts as a Controller when it receives such Personal Data. It defines the principles and procedures that the parties shall adhere to and the responsibilities the parties owe to each other. 
Each Party must ensure compliance with applicable data protection laws at all times.
[bookmark: a296063]In the event that data protection law or approach to compliance of two or more countries conflict, the requirements of the country that necessitates stricter or additional requirements to protect data subjects' privacy and personal data shall be applied.
[bookmark: a164129]Personal Data
[bookmark: a720125][bookmark: _Ref15292278]The categories of HQIP Data that will be shared by HQIP with the Applicant are set out in the Data Access Request Form at section 9 and section 10, together with any access and processing restrictions required by HQIP.
[bookmark: a830249]Lawful, fair and transparent processing
[bookmark: a597157]The Applicant shall ensure that it has legitimate grounds under the Data Protection Legislation for the processing of Personal Data.
The Applicant shall ensure that it processes the Personal Data fairly and lawfully in accordance with section 1 while the sharing of the Personal Data is taking place.
[bookmark: a974879]The Applicant undertakes to inform the Data Subjects, in accordance with the Data Protection Legislation, of the purposes for which it will process their Personal Data, the legal basis for such purposes and such other information as is required by Article 14 of the GDPR including:
[bookmark: a352262]if Shared Personal Data will be transferred to a third party, that fact and sufficient information about such transfer and the purpose of such transfer to enable the data subject to understand the purpose and risks of such transfer; and
[bookmark: a994483]if Shared Personal Data will be transferred to, or accessed remotely by, an individual outside the UK pursuant to condition 10, that fact and sufficient information about such transfer, the purpose of such transfer and the safeguards put in place by the Applicant to enable the data subject to understand the purpose and risks of such transfer.
HQIP Data must not, without prior written approval from HQIP, be matched to any other datasets, even to depersonalised or aggregated datasets. 
[bookmark: a426835]Data quality
[bookmark: a298274]Personal Data shall be limited to the Personal Data and Special Category Data listed at section 9 and section 10 of the Data Access Request Form.
The Personal Data shall not be irrelevant or excessive with regard to the Agreed Purpose.
[bookmark: a187657]Data subjects' rights
[bookmark: a257445]The parties each agree to provide such assistance as is reasonably required to enable the other party to comply with requests from Data Subjects to exercise their rights under the Data Protection Legislation within the time limits imposed by the Data Protection Legislation.
[bookmark: a833182]Each party is responsible for maintaining a record of individual requests for information, the decisions made and any information that was exchanged. Records must include copies of the request for information, details of the data accessed and shared and where relevant, notes of any meeting, correspondence or phone calls relating to the request. 
[bookmark: a851758]Data retention and deletion
[bookmark: a464796]The Applicant shall not retain or process HQIP Data for longer than is necessary to carry out the Agreed Purposes. 
[bookmark: a427996]The Applicant shall not retain HQIP Data after the end of the Term. 
[bookmark: a730569][bookmark: _Ref15293822][bookmark: a474586]The Applicant shall ensure that any HQIP Data are, unless otherwise required by HQIP, destroyed securely and in accordance with the Applicant’s organisational policy and standards of best practice at the end of the Term or, if earlier, once processing of the HQIP Data is no longer necessary for the Agreed Purposes.
[bookmark: a416690]Following the deletion of HQIP Data in accordance with section 9.3, the Applicant shall notify HQIP that the HQIP Data in question has been deleted and provide HQIP with proof of the destruction the form of a Data Destruction Certificate within five (5) Business Days.
[bookmark: a946998]Transfers
[bookmark: a636609]For the purposes of this condition, transfers of HQIP Personal Data shall mean any sharing of HQIP Personal Data by the Applicant with a third party, and shall include, but is not limited to, the following:
[bookmark: a959618]subcontracting the processing of Shared Personal Data;
[bookmark: a588539]granting a third party controller access to the Shared Personal Data.
[bookmark: a639977]HQIP Personal Data must not be shared by the Applicant with any other organisations or individuals unless such sharing is included on the Data Access Request Form and agreed to in writing by HQIP.  
If, with HQIP’s prior written consent, the Applicant appoints a third party processor to process the HQIP Personal Data it shall comply with Article 28 and Article 30 of the GDPR and shall remain liable to HQIP for the acts and/or omissions of the processor.
[bookmark: a971192]The Applicant may not transfer HQIP Personal Data to a third party located outside the UK unless this has been requested by the Applicant in the Data Access Request Form and it has been approved by HQIP in writing, subject to such conditions as HQIP may impose in relation to such a transfer which (as a minimum) shall include that it:
[bookmark: a703797]complies with the provisions of Articles 26 of the GDPR (in the event the third party is a joint controller); and.
[bookmark: a844074]Ensures that:
 the transfer is to the EEA or a country approved by the European Commission or the UK[footnoteRef:2] as providing adequate protection pursuant to Article 45 of the GDPR;  [2:  https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1085485/World-Map-V3__2_.jpg] 

 there are appropriate safeguards in place pursuant to Article 46 of the GDPR; or
 one of the derogations for specific situations in Article 49 of the GDPR applies to the transfer.
[bookmark: a507947]Security and training
[bookmark: a679595]HQIP shall only provide the HQIP Personal Data to the Applicant by using the stated secure methods noted on the Data Access Request Form.
[bookmark: a391762]The Applicant undertakes to have in place appropriate technical and organisational security measures in line with Article 32 GDPR to:
[bookmark: a985770]prevent:
[bookmark: a184604]unauthorised or unlawful processing of the Personal Data; and
[bookmark: a907235]the accidental loss or destruction of, or damage to, the Personal Data 
[bookmark: a303189]ensure a level of security appropriate to:
[bookmark: a793331]the harm that might result from such unauthorised or unlawful processing or accidental loss, destruction or damage; and
[bookmark: a140609]the nature of the Personal Data to be protected.
[bookmark: _Ref15287449][bookmark: a306049]It is the responsibility of the Applicant to ensure that its staff members are appropriately trained to handle and process the Personal Data in accordance with any applicable Data Protection Legislation and guidance and have entered into confidentiality agreements with such staff relating to the processing of personal data. 
[bookmark: a740006]The level, content and regularity of training referred to in section 11.3 shall be proportionate to the staff members' role, responsibility and frequency with respect to their handling and processing of the Personal Data.
Consistent with the Applicant’s responsibilities in accordance with applicable Data Protection Legislation, the Applicant shall implement and comply with its own security policy as evidence of the Applicant’s  commitment to information security.
The Applicant shall ensure that access to any buildings or rooms within the Applicant’s premises where Personal Data is stored and/or can be accessed is controlled and that appropriate measures have been taken to prevent information being seen by casual passers-by. 
The Applicant shall not disclose or allow access to any HQIP Personal Data other than to a person placed by the Applicant under the same obligations as those set out in the Contract who is variously employed or engaged by the Applicant or any sub-contractor, contractor, servant, agent or other person within the control of the Applicant. 
HQIP will ensure that confidential information (including Personal Data) transferred between HQIP and the Applicant in electronic form is encrypted and if sent by email will be password protected with the password sent in a separate email or text message to a pre-approved telephone number.  
The Applicant will have in place appropriate security on external digital routes into its organisation, for example internet firewalls and secure dial-in facilities. 
The Applicant’s computer systems must be password protected. Passwords must give access only to Shared Personal Data which an employee has a proper need to access and not to all levels of the system.  Passwords must be known only to authorised people and changed regularly.
[bookmark: a722906]Personal data breaches and reporting procedures
[bookmark: a966397]The Applicant shall ensure that any Personal Data Breaches are properly investigated and remedied as soon as possible, particularly when damage or distress could be caused to an individual. The Applicant shall notify HQIP immediately if it suspects, and no later than 48 hours after becoming aware of, a data breach having occurred.. Upon receipt of such a notification HQIP shall have the right:
 to immediately suspend provision of the HQIP Data under the Contract or any other contract for the sharing of HQIP Data with the Applicant; and/or
to terminate immediately the Contract or any other contract for the sharing of HQIP Data with the Applicant; and/or
to immediately suspend and/or terminate any pending applications by the Applicant to access the HQIP Data.
Each party shall comply with its obligation as controller to report a Personal Data Breach to the appropriate Supervisory Authority and (where applicable) data subjects under Article 33 of the GDPR.
[bookmark: a977876]Resolution of disputes with data subjects or the Supervisory Authority
[bookmark: a785200]In the event of a dispute or claim brought by a data subject or the Supervisory Authority concerning the processing of Personal Data against either or both parties, the parties will inform each other about any such disputes or claims and will cooperate to bring them to a successful conclusion in a timely manner.
[bookmark: a467690]The parties agree to respond to any generally available non-binding mediation procedure initiated by a data subject or by the Supervisory Authority. If they do participate in the proceedings, the parties may elect to do so remotely (such as by telephone or other electronic means). The parties also agree to consider participating in any other arbitration, mediation or other dispute resolution proceedings developed for data protection disputes.
[bookmark: a438806]Each party shall abide by a decision of a competent court of HQIP's country of establishment or of the Supervisory Authority.
[bookmark: _Ref19527211]Subject to conditions 13.1 to 13.3 the Parties shall attempt to resolve any disagreement arising from the Contract informally and promptly by officers who have day-to-day responsibility for the operation of the Contract. 
If the disagreement cannot be resolved further to condition 13.4 within fourteen (14) days of it arising, the matter shall be referred to the Chief Executives (or the corresponding individuals) of the Parties. 
[bookmark: _Ref19528137]Fees
The Applicant shall pay to HQIP the Fees to cover the cost to HQIP of considering the Applicant’s request to access the HQIP Data and, if approved by HQIP, the cost of providing access to the Applicant of the HQIP Data during the Term.
All Fees shall be paid by the Applicant to HQIP to its nominated bank account on receipt of a valid tax invoice from HQIP, or earlier at the Applicant’s discretion. The nominated bank account is listed in HQIP’s DARG payment proforma which gets sent to the Applicant once the Data Access Request Form is received by HQIP. Fees should be paid in cleared funds, without withholding, set-off or deduction. They are non-refundable and time for payment is of the essence. If payment is not provided by the date of the initial DARG review of the Data Access Request Form, HQIP will not consider the data access request.
The Initial Fees for the first year of the HQIP Data sharing shall be paid upon receipt of a valid tax invoice from HQIP which will be raised following the Applicant’s submission of the signed payment proforma which will be sent to them once the completed Data Access Request Form has been received by HQIP and, in any event, before its initial review by DARG;
The Renewal Fees for the second and subsequent years of the HQIP Data sharing shall be paid upon receipt of a valid tax invoice from HQIP, or earlier at the Applicant’s discretion and prior to DARG reviewing the Data Access Request Form/ approving the Data Access Request Form (where a DARG review may not be required);
The Change Fees shall be paid upon receipt of a valid tax invoice from HQIP, or earlier at the Applicant’s discretion and prior to DARG reviewing the Data Access Request Form/ approving the Data Access Request Form (where a DARG review may not be required).
Where the Applicant fails to make payment of any Fees by the due date, HQIP shall be entitled (but shall not be obliged) to withhold the HQIP Data requested until payment is made. Where the Applicant fails to make payment within a further fourteen (14) days from the first date that any sums are due, HQIP shall be entitled (but shall not be obliged) to do any, or a combination of, the following on written notice to the Applicant:
to immediately suspend provision of the HQIP Data under the Contract or any other contract for the sharing of HQIP Data with the Applicant; and/or
to terminate immediately the Contract or any other contract for the sharing of HQIP Data with the Applicant; and/or
to immediately suspend and/or terminate any existing applications by the Applicant to access the HQIP Data.
HQIP may charge interest at an annual rate of 4% above the base rate of Lloyds Bank, calculated on a daily basis in respect of any sum which is due and unpaid, that interest to run from the date on which that sum is due and payable until receipt by HQIP of the full amount, whether before or after judgment.
All Fees are to be paid in pounds sterling (£) and are exclusive of VAT or any other applicable sales tax, which shall be paid by the Applicant at the rate and in the manner for the time being prescribed by law, unless a current proof of VAT exemption is provided to HQIP.
HQIP may, at any time after the date of the initial sharing of the HQIP Data by HQIP with the Applicant, by giving 90 days' prior written notice, vary the Renewal Fees and the Change Fees and the basis on which they are calculated. The Applicant may terminate the Contract for the HQIP Data Sharing from the date on which that variation is intended to take effect, provided that the Applicant gives HQIP written notice of termination of the Contract within 60 days of the date of HQIP's notice. 
Where an amendment to the provisions of the Contract (other than the Fees or the basis on which they are calculated) is required as a result of an addition to the HQIP Data sharing service or the relevant HQIP Data sharing service (including, for example, an amendment to acknowledge third party rights), HQIP may give the Applicant reasonable notice in writing of the Change Fees that will take effect on the date specified in that notice.
[bookmark: _Ref19527297]Confidentiality 
Each party undertakes that it shall not at any time disclose to any person any HQIP Personal Data or confidential information concerning the business, affairs, customers, clients or suppliers of the other party or of any member of the group of companies to which the other party belongs, except as permitted by section 15.2.
[bookmark: _Ref19527268]Each party may disclose the other party's confidential information:
to its employees, officers, representatives or advisers who need to know such information for the purposes of exercising the party's rights or carrying out its obligations under or in connection with the Contract. Each party shall ensure that its employees, officers, representatives or advisers to whom it discloses the other party's confidential information comply with this section 15; and
as may be required by law, a court of competent jurisdiction or any governmental or regulatory authority.
HQIP may disclose details of the Applicant’s Data Access Request Form to bodies who licence the HQIP Data to HQIP.
HQIP may publish details of the Applicant’s Data Access Request Form on a public register of HQIP’s data sharing activities.
The Applicant may discuss adverse device outcomes findings with competent authorities (e.g. MHRA).
No party shall use any other party's confidential information for any purpose other than to exercise its rights and perform its obligations under or in connection with the Contract.
Publication 
This condition only applies to HQIP Data supplied by the National Joint Registry. The Applicant shall provide a copy of any paper proposed for publication to HQIP approval at least one (1) month before submitting for publication or making public any information that has been derived utilising the HQIP Data.
In respect of NJR applications: The applicant agrees to share any bespoke device classification data generated in the course of their study with the NJR for inclusion in the NJR component database. Data should be supplied in a machine-readable format (XLSX or CSV) no more than 28 working days following the publication of any outputs using the classification data.
The Applicant shall acknowledge HQIP and all such bodies who licence the HQIP Data to HQIP and set out in the attachment to the Data Access Request Form, in all work published arising from any research undertaken on the HQIP data and will provide copies of such published work to HQIP. The applicant shall use the following wording for the HQIP acknowledgement:
‘Data has been provided by the Healthcare Quality Improvement Partnership from the xxx Programme’ 
Separate wording will be required for applications relating to HQIP Data supplied by the National Joint Registry. Applicants must use the NJR acknowledgement guidance located at http://www.njrcentre.org.uk/njrcentre/Research/Research-requests.		
Where HQIP shares Shared Personal Data with the Applicant, data shall not be published, except in compliance with all subsisting legal requirements as to confidentiality and provided that there is a lawful basis for such publishing. 

[bookmark: _bookmark16][bookmark: _Ref19528152]Rights to inspection and withdrawal of data sharing 
HQIP reserves its rights to inspect the Applicant’s arrangements for the processing of the shared Personal Data at any time without prior notice, at the Applicant’s cost, and to shall be entitled (but shall not be obliged) to do any, or a combination of, the following on written notice to the Applicant:
to immediately suspend provision of the HQIP Data under the Contract or any other contract for the sharing of HQIP Data with the Applicant; and/or
to terminate immediately the Contract or any other contract for the sharing of HQIP Data with the Applicant; and/or
to immediately suspend and/or terminate any existing applications by the Applicant to access the HQIP Data.
where it considers the Applicant is not processing the Personal Data in accordance with the Contract.
[bookmark: _Ref19527432][bookmark: _bookmark23]Freedom of Information 
The Applicant acknowledges that HQIP, although not itself a public authority subject to the FOIA, may be required to facilitate FOI requests for information made by third parties on such bodies who licence the HQIP Data to HQIP where such bodies are subject to FOIA. 
[bookmark: _Ref19527379][bookmark: _bookmark24][bookmark: _bookmark25][bookmark: _bookmark26]If the Applicant is a public authority and it receives an FOIA request regarding the HQIP Data, the Applicant must consult with the body that licences the HQIP Data to HQIP (as notified by HQIP to the Applicant in any attachment to the Data Access Request Form) prior to any release of the HQIP Data and shall take into account such licensee’s views before responding to any FOIA request. Notwithstanding this condition, bodies who licence the HQIP Data to HQIP acknowledge, and the Applicant accepts, that the Applicant is responsible in its absolute discretion for determining whether information regarding the HQIP Data is exempt from disclosure under FOIA. 
The Applicant shall ensure that its sub-contractors, servants, suppliers, agents or any other person in the control of the Applicant shall adhere to the terms of condition 18. 
Research 
Article 89 of the GDPR and Part 6 of Schedule 2 of the DPA 2018 contain various exemptions and relaxations in relation to the processing of Personal Data only for research purposes in compliance with the relevant conditions (as such terms are defined in the GDPR and the DPA 2018), including in relation to the second Data Protection Principle, the keeping of Personal Data indefinitely and the right of access to Personal Data. 
If the Applicant intends to claim its use of any Personal Data is covered by Article 89 of the GDPR and Part 6 of Schedule 2 of the DPA 2018, the Applicant warrants to HQIP that its use of Personal Data conforms with the required conditions of Article 89 of the GDPR and Part 6 of Schedule 2 of the DPA 2018 and the Data Access Request Form shall set out the relevant information. 
Reporting Requirements
The Applicant will comply with any reporting requirements made known to it by HQIP, when the Applicant submits its Data Access Request Form and which are reflected in an attachment to the signed Data Access Request form signed by both of the parties. 
HQIP reserves the right to request a written update from the Applicant at any stage during the Term.
This condition only applies to HQIP Data supplied by the National Joint Registry. The Applicant shall provide a written project summary update to the National Joint Registry in the form and detail required by the National Joint Registry. The written summary shall be submitted to National Joint Registry six (6) months after the Transfer Dates and then at six (6) monthly intervals (‘Six Monthly Updates’) until the HQIP Data has been deleted. After the Applicant has finished processing the HQIP Data in accordance with the Agreed Purposes, a final written report shall be sent to National Joint Registry within three (3) months after the end of the Term.
[bookmark: a311301]Language 
[bookmark: a301817]The Contract is drafted in the English language. If the Contract is translated into any other language, the English language version shall prevail.
[bookmark: a567349]Any notice given under or in connection with this Contract shall be in English. All other documents provided under or in connection with this Contract shall be in English, or accompanied by an English translation certified as accurate by a notary experienced in the relevant foreign language and with the appropriate technical and legal experience in relation to the relevant document to be translated.
[bookmark: a213501]The English language version of this Contract and any notice or other document relating to this Contract shall prevail if there is a conflict. 
[bookmark: a253666]Warranties
[bookmark: a297563]The Applicant warrants and undertakes that it will:
[bookmark: a842760]Process the Shared Personal Data in compliance with all applicable laws, enactments, regulations, orders, standards and other similar instruments that apply to its personal data processing operations.
[bookmark: a382489]Make available on request to the data subjects who are third party beneficiaries a copy of the Contract, unless the Contract contains confidential information.
[bookmark: a899969]Respond within a reasonable time and as far as reasonably possible to enquiries from the relevant Supervisory Authority in relation to the Shared Personal Data.
[bookmark: a398954]Respond to Subject Access Requests in accordance with the Data Protection Legislation.
[bookmark: a980889]Where applicable, maintain registration or pay the appropriate fees with all relevant Supervisory Authorities to process all Shared Personal Data for the Agreed Purpose.
[bookmark: a821561]Take all appropriate steps to ensure compliance with the security measures set out in section 11 above.
[bookmark: a156896][bookmark: a642043]HQIP warrants and undertakes that it is entitled to provide the Personal Data to the Applicant. The Applicant warrants and undertakes that it will not disclose or transfer the Personal Data to a third party controller located outside the EEA unless it complies with the obligations set out in section 10.4 above.
[bookmark: a943006]Except as expressly stated in the Contract, all warranties, conditions and terms, whether express or implied by statute, common law or otherwise are hereby excluded to the extent permitted by law.
[bookmark: a296088]Indemnity
[bookmark: a836910]The Applicant indemnifies, and shall keep indemnified, HQIP against any liability, costs, damages, expenses (including legal fees), losses, claims, administrative sanction, fine, penalty, action or other liability or proceedings whatsoever arising under any statute or at common law or for breach of contract in respect of: 

damage to property, real or personal, including any infringement of third party intellectual property rights; and 
injury to persons, including injury resulting in death; and 
any direct economic or financial loss; and
any enquiry or complaint by a Data Subject; and
any enquiry or investigation by the Supervisory Authority; and
any claim or action brought by any third party against HQIP 
arising out of, in connection with any act, omission or default of the Applicant, its staff, agents or sub-contractors in relation to the HQIP Data. The indemnity in this condition shall be separate, distinct from and not subject to any exclusions and limitations on liability in the Contract. 
[bookmark: a816874]Allocation of cost
Except as otherwise stated each party shall perform its obligations under the Contract at its own cost.
[bookmark: a549750]Limitation of liability
[bookmark: a512102]Neither party excludes or limits liability to the other party for:
[bookmark: a733358]fraud or fraudulent misrepresentation;
[bookmark: a328172]death or personal injury caused by negligence;
[bookmark: a697688]a breach of any obligations implied by section 12 of the Sale of Goods Act 1979 or section 2 of the Supply of Goods and Services Act 1982; 
[bookmark: a887036]any matter for which it would be unlawful for the parties to exclude liability; or
in relation to the indemnity in condition 23.
[bookmark: a683705]Subject to section 25.1, neither party shall in any circumstances be liable whether in contract, tort (including for negligence and breach of statutory duty howsoever arising), misrepresentation (whether innocent or negligent), restitution or otherwise, for:
[bookmark: a755096]any loss (whether direct or indirect) of profits, business, business opportunities, revenue, turnover, reputation or goodwill;
[bookmark: a486640]loss (whether direct or indirect) of anticipated savings or wasted expenditure (including management time); or
[bookmark: a939325]any loss or liability (whether direct or indirect) under or in relation to any other contract.
HQIP takes no responsibility for the accuracy, currency, reliability and correctness of the HQIP Data, nor for the accuracy, currency, reliability and correctness of links or references to other information sources and disclaims all warranties in relation to such data, links and references to the maximum extent permitted by legislation. The Applicant uses or relies on the HQIP Data at its own risk. 
[bookmark: a590473][bookmark: a959443][bookmark: a522019]Third party rights Except as expressly provided in section 8 (data subjects rights) and such bodies who licence the HQIP Data to HQIP, set out in the attachment to the Data Access Request Form and to the extent required by such bodies in that attachment, contract holders with, and funders to, HQIP,  a person who is not a party to the Contract shall not have any rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of  the Contract. This does not affect any right or remedy of a third party which exists, or is available, apart from that Act.
[bookmark: a948289][bookmark: _Ref19528066][bookmark: a480279]Variation. Except as set out in the Contract, no variation of the Contract, including the introduction of any additional terms and conditions shall be effective unless it is agreed in writing and signed by the Applicant. 
[bookmark: a891751][bookmark: a750473]Waiver. No failure or delay by a party to exercise any right or remedy provided under the Contract or by law shall constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict the further exercise of that or any other right or remedy. No single or partial exercise of such right or remedy shall prevent or restrict the further exercise of that or any other right or remedy.
[bookmark: a504786][bookmark: a361010][bookmark: a785460]Severance. If any provision or part-provision of the Contract is or becomes invalid, illegal or unenforceable, it shall be deemed deleted, but that shall not affect the validity and enforceability of the rest of the Contract. If any provision or part-provision of this Contract is deemed deleted under condition 29, the parties shall negotiate in good faith to agree a replacement provision that, to the greatest extent possible, achieves the intended commercial result of the original provision.
[bookmark: a209402][bookmark: a302281]Changes to the applicable law. If the Data Protection Legislation change in a way that the Contract is no longer adequate for the purpose of governing lawful data sharing exercises, the Parties agree that they will negotiate in good faith to review the Contract in the light of the new legislation.
[bookmark: a511917][bookmark: a237856][bookmark: a401799]No partnership or agency. Nothing in the Contract is intended to, or shall be deemed to, establish any partnership or joint venture between any of the parties, constitute any party the agent of another party, or authorise any party to make or enter into any commitments for or on behalf of any other party. Each party confirms it is acting on its own behalf and not for the benefit of any other person except that HQIP enters into the Contract for the benefit of such bodies who licence the HQIP Data to HQIP, set out in the attachment to the Data Access Request Form and to the extent required by such bodies in that attachment.
[bookmark: a255402][bookmark: a731795][bookmark: a880641][bookmark: a537767]Entire agreement. The Contract constitutes the entire agreement between the parties and supersedes and extinguishes all previous agreements, promises, assurances, warranties, representations and understandings between them, whether written or oral, relating to its subject matter. Each party acknowledges that in entering into the Contract it does not rely on, and shall have no remedies in respect of any statement, representation, assurance or warranty (whether made innocently or negligently) that is not set out in the Contract. Each party agrees that it shall have no claim for innocent or negligent misrepresentation or negligent misrepresentation based on any statement in the Contract.
[bookmark: a510401][bookmark: a135817]Further assurance. Each party shall use all reasonable endeavours to procure that any necessary third party shall, promptly execute and deliver such documents and perform such acts as may reasonably be required for the purpose of giving full effect to the Contract.
[bookmark: a127730][bookmark: a227203]Rights and remedies. The rights and remedies provided under the Contract are in addition to, and not exclusive of, any rights or remedies provided by law.
[bookmark: a292865]Notice
[bookmark: a272833]Any notice or other communication given to a party under or in connection with the Contract shall be in writing, addressed to the Data Protection Officer and shall be:
[bookmark: a938745]delivered by hand or by pre-paid first-class post or other next working day delivery service at its registered office (if a company) or its principal place of business (in any other case); or
[bookmark: a974096]sent by email to HQIP at datasharing@hqip.org.uk and to the email address provided by the Applicant in the Data Access Request Form.
[bookmark: a303426]Any notice or communication shall be deemed to have been received:
[bookmark: a863343]if delivered by hand, on signature of a delivery receipt or at the time the notice is left at the proper address; 
[bookmark: a510012]if sent by pre-paid first-class post or other next working day delivery service, at 9.00 am on the second Business Day after posting or at the time recorded by the delivery service; and
[bookmark: a288852]if sent by email, at the time of transmission, or if this time falls outside business hours in the place of receipt, when business hours resume. In this condition 35.2(c) business hours means 9:00 am to 5:00 pm Monday to Friday on a day that is not a public holiday in the place of receipt.
[bookmark: a159504]This condition does not apply to the service of any proceedings or other documents in any legal action or, where applicable, any arbitration or other method of dispute resolution
[bookmark: a138132][bookmark: a481070]Governing law. The Contract and any dispute or claim (including non-contractual disputes or claims) arising out of or in connection with it or its subject matter or formation shall be governed by and construed in accordance with the law of England and Wales.
[bookmark: a329414][bookmark: a379488]Jurisdiction. Each party irrevocably agrees that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim (including non-contractual disputes or claims), arising out of or in connection with the Contract or its subject matter or formation.






	Section 21
	Authorised signatories

	Please note that this agreement is not valid until all parties have signed and agreed this document.  

	Applicant
The applicant confirms that the details provided in the application above are accurate, valid and true. HQIP reserves the right at all times to confirm that it is so. The applicant will give HQIP all reasonable assistance and access in order to confirm any matters arising from this applicant whether now or in the future. The applicant acknowledges and agrees that the application is made on and subject to the terms and conditions for use of HQIP Data and any grant of access to the data will at all times be subject also to that agreement.
	Name
	Click or tap here to enter text.

	
	Position
	Click or tap here to enter text.

	
	Signature
	
	
	Date of signature
	Click or tap to enter a date.
	Clinical lead or appropriate project scientific committee chairman (from data provider organisation) 
The clinical lead / Chair of an appropriate audit or Outcome Review Programme Scientific Committee confirms that the information included within this application would represent a clinically appropriate usage of the data requested.
	Name
	Mark Wilkinson

	
	Position
	NJR Research Committee Chair

	
	Signature
	
	
	Date of signature
	Click or tap to enter a date.
	Data provider (statistician, methodologist or project manager): 
The provider confirms that the information included within this application represents a methodologically appropriate usage of the data requested.  Where de-personalised data has been requested, the data provider confirms that the data will be appropriately de-identified before release to minimise any risk of re-identification.  
	Name
	Alyson Ottley

	
	Position
	NJR Research and Governance Programme Manager

	
	Signature
	
	
	Date of signature
	Click or tap to enter a date.
	HQIP / data controller: 
Authorises release of the data described in this application as data controller.
	Name
	Click or tap here to enter text.

	
	Position
	Click or tap here to enter text.

	
	Signature
	
	
	Date of signature
	Click or tap to enter a date.
	For HQIP use only
Comments to note (if applicable)
	Click or tap here to enter text.



                     Once completed please return this signed form to resesarch@njr.org.uk

Partner Organisation Form
	Partner applicant

	Title of project
	Click or tap here to enter text.

	Primary contact within partner organisation (must be a permanent senior member of staff)
	Click or tap here to enter text.

	Name of partner applicant organisation
	Click or tap here to enter text.

	Address of partner applicant organisation
	Click or tap here to enter text.

	

	Data protection

	As a data controller your organisation should be registered with the Information Commissioners Office (ICO). Please provide the following information.

	Registered name
(if different to applicant name, please state reason)
	Click or tap here to enter text.

	Registration number
	Click or tap here to enter text.

	Expiry date
	Click or tap to enter a date.
	

	Legal basis (of the processing you intend to undertake)

	GDPR Legal Basis
	Article 6 legal basis:  Click or tap here to enter text.
Justification:  Click or tap here to enter text.

	
	Article 9 legal basis:  Click or tap here to enter text.
Justification: Click or tap here to enter text.

	Common law of duty of confidentiality is addressed by
	If the data you are requesting is personally identifiable please explain how you have addressed the common law duty of confidentiality below.

	
	☐ Explicit informed consent
(please enclose consent form and patient information sheet with this application)

	
	☐ Approval under section 251 of the NHS Act 2006
(please enclose both the application and the approval letter)

	
	The section 251 approval enables the applicant to:

	
	☐ Hold/receive personal data
	☐ Transfer/access 
personal data
	☐ Operate on and link personal data

	
	☐ Other legal basis

If other legal basis selected, please provide further information here with reference to the statute, regulation or other provision relied upon:   Click or tap here to enter text.

	

	Security

	Each organisation processing data that is not fully anonymous as part of this project must demonstrate that they have appropriate security arrangements are in place.  Please confirm whether the partner organisation has a compliant Data Security and Protection Toolkit.

	Applicant organisation

(please select one answer)
	☐ Yes
If yes, please provide evidence with this application.
	ODS code
	☐ Yes
If yes, please provide evidence with this application.

	
	
	Status
	Click or tap here to enter text.

	
	
	Published date
	Click or tap to enter a date.
	
	☐ No
	If no, please provide below alternative evidence of adequate organisational and technical measures; to ensure the security of processing and preserve the confidentiality, integrity and availability of data.

	
	
	Click or tap here to enter text.

	

	Retention and destruction

	Please state the date until which you are seeking to retain the data (MM/YY) and the reason. Note also that the requirement to extend the Data Sharing Agreement (if retention is requested for longer than its original term) would still apply
	Click or tap here to enter text.

	Please provide details of how you intend to destroy the data at the end of the retention period?
	Click or tap here to enter text.

	Please confirm that you will submit a certificate of destruction to HQIP within 5 business days of destruction of the data
	☐ Yes

	

	Authorised signatories

	Please note that this agreement is not valid until all parties have signed and agreed the HQIP application.

	Partner Applicant

The partner applicant confirms that the details provided in the application above are accurate, valid and true. HQIP reserves the right at all times to confirm that it is so. The partner applicant will give HQIP all reasonable assistance and access in order to confirm any matters arising from this applicant whether now or in the future. The partner applicant acknowledges and agrees that the application is made on and subject to the terms and conditions for use of HQIP Data and any grant of access to the data will at all times be subject also to that agreement.
	Name
	Click or tap here to enter text.

	
	Position
	Click or tap here to enter text.

	
	Signature
	
	
	Date of signature
	Click or tap to enter a date.

















	Annex 1: NHS England Data Sharing Framework Contract and Data Sharing Agreement
[image: ][image: ]NHSE Data Sharing Framework Contract 
Part 1: Front Sheet
 [INSERT HQIP CONTRACT REFERENCE]
Contract Reference




	Introduction
A NHSE (as defined in Schedule 1 below) has a statutory function to collect, analyse, publish and disseminate certain health and social care data and may in accordance with its statutory functions from time to time share and permit others to use that data.

B HQIP (as defined in Clause 1.1, Part 1 below) has entered into the NHSE data Sharing Framework Contract and the NHSE data Sharing Agreement (both as defined in Schedule 1 below).

C NHSE has authorised HQIP to Distribute (as defined in Schedule 1 below) the Data (as defined in Schedule 1 below), and to sub-license the rights granted to HQIP under the NHSE data Sharing Agreement.

D Any party wishing to receive and use NHSE data must first enter into this Contract and will, where the data is Personal Data, be a Data Controller of that Personal Data. This Contract is a framework agreement. It creates a framework of legally binding terms and conditions that will apply on each and every occasion HQIP agrees to share data with the Data Recipient (as defined in Clause 1.2, Part 1 below). HQIP will not share data with any party that has not entered into this Contract unless the party is a Data Processor acting on behalf of the Data Recipient, and HQIP has agreed to share the data with that Data Processor.

E Entering into this Contract does not guarantee that HQIP may share any data with the Data Recipient, on any particular occasion, or for any particular purpose. Sharing of data by HQIP is at the absolute discretion of HQIP and subject to such terms and conditions as NHSE may impose on HQIP and that HQIP is required to impose on the Data Recipient. The terms and conditions on which HQIP will permit the Data Recipient to receive and use data on a particular occasion and for a particular purpose will be set out in a separate Data Sharing Agreement entered into between HQIP and the Data Recipient. Each Data Sharing Agreement will be subject to the terms and conditions of this Contract and will identify the specific data in question and will set out any specific terms that will apply to the sharing and use of the data by the Data Recipient on that occasion and for that particular purpose.

1 Parties

This Contract is made between:
1.1 [bookmark: _Ref535316790]Healthcare Quality Improvement Partnership (“HQIP”) incorporated and registered in England and Wales with company number 06498947 whose registered office is at 27A Harley Place, London, W1G 8LZ England; and
1.2 [bookmark: _Ref535316798]The party whose details are set out below (the “Data Recipient”):






	Organisation Name:
	[INSERT]

	Company Number (if relevant):
	[INSERT]

	Address:
	[INSERT]

	Email Address:
	[INSERT]



2 Term of this Contract

2.1 [bookmark: _Ref535317978]The term of this Contract shall be:

	Start Date
	[INSERT]
	End
	 [INSERT]

	Term:
	5 years




	1 Status of this Contract

1.1 This Data Sharing Framework Contract comprises this Part 1 (Front Sheet), Part 2 (Terms and Conditions), the Schedules and any DSA entered into between the parties from time to time (collectively the "Contract"). It sets out the terms on which HQIP agrees to share the Data with the Data Recipient.
1.2 The purpose of this Contract is to:
1.2.1 clarify the responsibilities and commitments of the parties in relation to the Data;
1.2.2 impose confidentiality requirements on the Data Recipient;
1.2.3 outline the data security principles and requirements with which the Data Recipient must comply;
1.2.4 set out the audit rights of HQIP and NHSE; and
1.2.5 detail arrangements for termination or expiry of this Contract.
1.3 If there is a conflict or inconsistency between any provision contained in (i) Part 1 (Front Sheet), (ii) Part 2 (Terms and Conditions), (iii) the Schedules, (iv) the provisions of a DSA, (v) the Annexes of the DSA, and (vi) any Special Conditions, then:
1.3.1 the provisions of the Special Conditions shall prevail, followed by,
1.3.2 this Part 1, followed by,
1.3.3 Part 2, followed by,
1.3.4 the Schedules, followed by,
1.3.5 the remainder of the terms of the DSA (other than the Annexes to the DSA), followed by,
1.3.6 the other Annexes to the DSA.
1.4 [bookmark: _Ref535318003]The parties may, from time to time, wish to share Data under this Contract. A Data Sharing Agreement (“DSA”) will be entered into by the parties to document and agree the terms on which the relevant Data will be shared. A DSA will be entered into between the parties when the Data Recipient signs the
relevant DSA.  Each DSA which is entered into between the parties will form part of this Contract and will be subject to the terms and conditions of this Contract. In no circumstances will a DSA be entered into without the parties first entering into this Contract.
1.5 Each DSA will detail:
1.5.1 the Data to be provided;
1.5.2 the legal basis for sharing Data;
1.5.3 the Purpose of the sharing and use of the Data;
1.5.4 the expected benefits to health and/or social care by sharing the Data;
1.5.5 the data transfer method;
1.5.6 any Associated DSAs;
1.5.7 any special terms and conditions for the use or reuse of the Data; and
1.5.8 any Charges payable for the provision of the Data.
1.6 Where the Data to be shared in accordance with the terms of this Contract and a DSA is Personal Data, the parties acknowledge and agree that:
1.6.1 the sharing of such Personal Data will involve the transfer of Personal Data from HQIP as a Data Controller to the Data Recipient as a Data Controller; and
1.6.2 the Data Recipient shall be either a sole Data Controller or, where specified in the relevant DSA, a Joint Data Controller or a Data Controller in Common with any other data recipient who has entered into an Associated DSA.
1.7 Where agreed with HQIP under the terms of the relevant DSA, HQIP may transfer the Data directly to a third party Data Processor acting on behalf of the Data Recipient.
	Applicant

	Name
	Click or tap here to enter text.

	
	Position
	Click or tap here to enter text.

	
	Signature
	
	
	Date of signature
	Click or tap to enter a date.
	
	Date of signature
	Click or tap to enter a date.
	HQIP / data controller: 

	Name
	Click or tap here to enter text.

	
	Position
	Click or tap here to enter text.

	
	Signature
	





By signing this Part 1, the parties agree to be bound by the terms of this Contract.


	Part 2: Terms and Conditions

1 Interpretation
1.1 Capitalised words and expressions used in this Contract shall bear the meanings given to them in Schedule 1. The rules of interpretation set out in Schedule 1 shall apply to this Contract.

2 HQIP responsibilities
2.1 HQIP will transfer the Data to the Data Recipient (or, if specified in the DSA, the Data Processor authorised by HQIP) using the data transfer method as set out in the relevant DSA.
2.2 HQIP will be a Data Controller, or will act on behalf of the Data Controller, for the Data prior to transfer of the Data insofar as the Data constitutes Personal Data.

3 [bookmark: _Ref535314891]Licence and Intellectual Property
3.1 [bookmark: _Ref535314802]HQIP grants to the Data Recipient a non-exclusive, non-transferable, suspendable (in whole or in part), revocable licence in the Territory for the duration of the Term of the relevant DSA solely for the Purpose and only in accordance with the terms of this Contract and the relevant DSA, to:
3.1.1 access, view, process, copy, and Manipulate (but not modify) the Data; and/or
3.1.2 create only Manipulated Data and Derived Data; and/or
3.1.3 store the Data (“Sub-Licence”).
3.2 The Data Recipient shall not be entitled to Distribute the Data, and shall not be entitled to sub-license the rights granted to it under Clause 3.1.
3.3 HQIP shall have the right to suspend, in whole or in part, the Sub-Licence(s) in relation to all or part of the Data where:
3.3.1 the licence granted by NHSE to HQIP under the NHSE data Sharing Framework Contract is suspended in whole or in part; or
3.3.2 the Data Recipient has not complied, or is not complying with any of its obligations under the Sub-Licence, until the breach is resolved to HQIP’s reasonable satisfaction;
3.4 The Data Recipient acknowledges that:
3.4.1 any and all Intellectual Property Rights in the Data are and shall remain at all times the property of NHSE or its licensors, as the case may be;
3.4.2 it shall have no rights in or to the Data other than the right to use the Data in accordance with the express terms of this Contract and the relevant DSA; and
3.4.3 NHSE has and/or its licensors have made and will continue to make substantial investment in obtaining, verifying, selecting, co-ordinating, developing, presenting and supplying the Data.
3.5 [bookmark: _Ref535314873]In consideration for the grant of the licence set out at Clause 3.1 and in accordance with Clause 3.10, the Data Recipient hereby assigns to NHSE absolutely with full title guarantee any and all Intellectual Property Rights (including but not limited to copyright and database rights) in any Manipulated Data from creation.
3.6 For the avoidance of doubt, the Manipulated Data to which the Intellectual Property Rights assigned to NHSE under Clause 3.5 are attached shall be deemed to be included in the Sub-Licence from the date when such rights arise.
3.7 All Derived Data and any and all Intellectual Property Rights in Derived Data shall be owned exclusively by the Data Recipient. In consideration for the grant of the licence set out at Clause 3.1, the Data Recipient agrees to be bound by any terms set out in the Special Conditions regarding the copying, processing, Distributing, Manipulating, creating, storing and any other use of the Derived Data.
3.8 [bookmark: _Ref535314850]On demand by HQIP or NHSE, the Data Recipient shall make a declaration (the form and content of which will be notified to the Data Recipient by HQIP or NHSE at the relevant time) of any data created under the relevant DSA which it believes is Derived Data to HQIP or NHSE. The Data Recipient will make available to HQIP or NHSE, upon request, copies of any data declared to be Derived Data under this Clause 3.8.

3.9 Where the Data Recipient has made a declaration upon the request of HQIP or NHSE under Clause 3.8, HQIP or NHSE shall verify whether the data declared is Derived Data and inform the Data Recipient of the outcome of its verification. The Data Recipient hereby agrees that HQIP’s or NHSE’s verification is final and binding on whether data is classed as Derived Data or otherwise.
3.10 [bookmark: _Ref535314832]HQIP and NHSE may call upon the Data Recipient at any time to execute such documents and perform such acts as may be required for the purpose of giving full effect to this Clause 3, in particular Clause 3.5. The Data Recipient shall, and shall use all reasonable endeavours to procure that any necessary third party shall, at its own cost, promptly execute such documents and perform such acts as may reasonably be required for the purpose of giving full effect to this Clause 3, in particular Clause 3.5.
3.11 In any display of the Data, wherever possible, the Data Recipient must cite the copyright of NHSE and/or any licensor of NHSE as appropriate as follows:
"Copyright © (year), the Health and Social Care Information Centre. Re-used with the permission of the
Health and Social Care Information Centre [and/or [name of licensor]]. All rights reserved."
4 Data Recipient general responsibilities in relation to Data
4.1 The Data Recipient shall:
4.1.1 use the Data only in accordance with the Purpose;
4.1.2 process the Data only in accordance with the terms of this Contract, the relevant DSA, and any Special Conditions;
4.1.3 maintain good information governance standards and practices, meeting or exceeding the IG Toolkit standards required of its organisation type;
4.1.4 not share the Data with any third party (other than any third party Data Processor permitted under the terms of the relevant DSA and only in relation to Data provided under that DSA) without the prior written consent of HQIP and NHSE;
4.1.5 ensure that Personnel processing the Data are suitably trained and made aware of their responsibilities in handling the Data;
4.1.6 ensure that all Personnel, prior to accessing or using Data, are made fully aware of, and comply with the terms and conditions set out in this Contract and the relevant DSA;
4.1.7 promptly and in any event within 28 days of the applicable date, the applicable date being the earlier of:
(a) the expiry or termination of this Contract; and
(b) the expiry or termination of the relevant DSA,
permanently destroy or erase the Data, together with all hard and soft copies of the same and provide HQIP and NHSE with a Certification of Destruction;
4.1.8 immediately notify any Data Breach to HQIP and NHSE as soon as the Data Recipient discovers such Data Breach; and:
(a) where the Data Recipient is obliged to complete the IG Toolkit, the Data Recipient shall assess whether a "Serious Incident Requiring Investigation" (as defined in the IG Toolkit) report needs to be made; or
(b) where the Data Recipient is not obliged to comply with the IG Toolkit, the Data Recipient shall assess whether to notify the ICO of the Data Breach, in accordance with Applicable Law and the ICO's guidance on breach notification; and
4.1.9 immediately notify HQIP and NHSE if it no longer has a legal basis on which to process Data.
4.2 Unless specified in the Purpose, (or as otherwise authorised by a HQIP director and an NHSE director in writing), the Data Recipient must not combine the Data with any other data held by the Data Recipient and must not attempt to identify any individual from the Data, or use or manipulate the Data in any way that re-identifies any individual from the Data.
4.3 The Data Recipient shall when using and processing the Data comply with and have regard at all times to:
4.3.1 all Applicable Law;
4.3.2 Good Industry Practice;
4.3.3 Guidance; and
4.3.4 the data security requirements set out in the DSA and Schedule 2.
4.4 In the event of any change in Applicable Law subsequent to the date of signature of this Contract, the Data Recipient shall take such steps (including, agreeing to additional obligations and/or executing additional documents) as may be requested by HQIP and NHSE to ensure that the transfer to the Data Recipient, and the processing and use by the Data Recipient, of the Data complies with such amended Applicable Law.
4.5 Before undertaking any Publishing activity using the Data or any derived information, the Data Recipient
must ensure it has complied with the terms of this Contract and the relevant DSA.
4.6 The Data Recipient must not contact any individual that could be identified from the Data, except where:
4.6.1 such contact is expressly permitted as part of the Purpose; and
4.6.2 either:
(a) the individual concerned has already consented in writing to such contact; or
(b) there is legal authority for the Data to be used to contact the individual concerned without such consent.
4.7 Without prejudice to its rights under Clause 12 of this Contract, HQIP shall be entitled to suspend the supply of Data to the Data Recipient under this Contract and/or any DSA without incurring any liability to the Data Recipient if, in the reasonable opinion of HQIP, the Data Recipient may be in breach of any of its obligations under this Contract or any DSA.
5 Data protection
5.1 To the extent that any of the Data constitutes Personal Data (or constitutes Anonymised Data, but then the Data becomes Personal Data in the hands of the Data Recipient), the Data Recipient shall hold and process such Data at all times:
5.1.1 as Data Controller of the Personal Data;
5.1.2 in accordance with Data Protection Law; and
5.1.3 using appropriate technical and organisational security measures against unauthorised or unlawful processing of Data and against accidental loss or destruction of, or damage to, the Data.
5.2 To the extent the Data Recipient processes Personal Data in connection with this Contract or any DSA, the Data Recipient agrees that, for the purposes of Data Protection Law, it processes such Personal Data either:
5.2.1 as an independent Data Controller in its own right: or
5.2.2 where specified in the relevant DSA, (i) as a Joint Data Controller or (ii) as a Data Controller in Common, in each case with any other data recipient who has entered into an Associated DSA.
5.3 Nothing in this Contract or in any DSA is intended to construe either party to this Contract as:
5.3.1 the Data Processor of the other party; or
5.3.2 a Joint Data Controller or a Data Controller in Common with the other party.

with respect to the Personal Data processed in connection with this Contract or any DSA.
5.4 Where the Data includes Personal Data, the Data Recipient shall:
5.4.1 store and process such Personal Data securely, and permanently destroy or erase it when it is no longer needed for the Purpose;
5.4.2 not Publish such Personal Data without the prior written consent of HQIP and NHSE. Such consent may (at HQIP and NHSE's sole discretion) be conditional upon such Personal Data being de- identified to a standard suitable for subsequent release in compliance with the Anonymisation Standard for Publishing Health and Social Care Data (ISB 1523) and the ICO Anonymisation: managing data protection risk code of practice;
5.4.3 not disseminate such Personal Data, or a subset of such Personal Data, to any third party other than a Data Processor approved under the relevant DSA (and only in relation to Data provided under that DSA) without prior written consent from HQIP and NHSE;
5.4.4 take reasonable steps to ensure the reliability of each of its Personnel who have access to such Personal Data;
5.4.5 inform HQIP and NHSE immediately if it receives any communication from the ICO which relates to such Personal Data, unless explicitly prohibited from doing so by the ICO;
5.4.6 ensure access to such Personal Data by Personnel is managed, auditable and restricted to those needing to process such Personal Data;
5.4.7 only be entitled to appoint a Data Processor to process such Personal Data on behalf of the Data Recipient where permitted under the terms of the relevant DSA (and only in relation to Data provided under that DSA) or with the prior written consent of HQIP and NHSE and shall remain fully responsible to HQIP and NHSE under the terms of this Contract and the relevant DSA for the actions of its Data Processors; and
5.4.8 not transfer to or process such Personal Data outside the European Economic Area except with the express prior written consent of HQIP and NHSE and only in circumstances when such transfer is permitted under, and complies with the requirements of, Data Protection Law and Applicable Law.
6 [bookmark: _Ref535315026]Confidentiality
6.1 The Data Recipient must:
6.1.1 keep the Data confidential, and shall not disclose it to any third party save where expressly permitted to do so in accordance with the terms of this Contract and the relevant DSA; and
6.1.2 use the Data only in so far as is necessary to perform its obligations and exercise its rights under this Contract and the relevant DSA.
6.2 The restrictions on disclosure and use contained in this Clause 6 shall not apply to the Data to the extent that it:
6.2.1 is or was already in the possession of or becomes available to the Data Recipient in either case free of any obligation of confidentiality;
6.2.2 is required to be disclosed by the Data Recipient by Applicable Law, or Parliamentary obligation, or the rules of any stock exchange or governmental or regulatory authority having the force of law;
6.2.3 is required to be disclosed to the Data Recipient’s professional advisers; or
6.2.4 at the time of receipt by the Data Recipient, is in the public domain or after such receipt comes into the public domain other than as a result of breach by the Data Recipient of this Clause 6.
6.3 The Data Recipient shall be responsible for any unauthorised disclosure or use of the Data made by any of its Personnel and shall take all reasonable precautions to prevent such unauthorised disclosure or use.
6.4 [bookmark: _Ref535315043]If the Data Recipient is obliged to respond to requests under the Freedom of Information Act 2000 ("FOIA") and a request is received regarding the Data, the Data Recipient must consult with HQIP and NHSE prior to any release of the Data and shall take into account HQIP and NHSE’s views before responding to any request. Notwithstanding this Clause 6.4, HQIP and NHSE acknowledges and the Data Recipient accepts that the Data Recipient is responsible in its absolute discretion for determining whether information regarding the Data is exempt from disclosure under FOIA.
6.5 Without prejudice to any other rights or remedies that HQIP and NHSE may have, the Data Recipient acknowledges and agrees that damages alone would not be an adequate remedy for any breach of confidentiality and that accordingly, HQIP and NHSE would be entitled to the remedies of injunctions, specific performance or other equitable relief for any threatened or actual breach of confidentiality by the Data Recipient.
6.6 Notwithstanding the terms of this Clause 6 the Data Recipient acknowledges and agrees that the terms of the NHSE data Sharing Framework Contract and the NHSE data Sharing Agreement require:
6.6.1 notification of the Contract and the DSA to NHSE (by reporting in a form and frequency to be determined by NHSE from time to time), and the provisions of the Contract and the DSA permitting NHSE to Publish details of such agreement;
6.6.2 that HQIP shall notify NHSE of all Sub-Licences granted by HQIP by reference to each relevant DSA. NHSE may specify the form, level of detail, and frequency of such reporting from time to time, and may require HQIP to provide copies of the relevant Sub- Licences;
6.6.3 [bookmark: _Ref535315074]that in respect of any Sub-Licence that NHSE may require HQIP to provide a copy of any such Sub-Licence at any time;
6.6.4 the information provided to NHSE under Clause 6.6.3 in relation to such Sub-Licences may be
6.6.5 shared publicly by NHSE at its own discretion including by disclosure on a Data Release Register.
7 [bookmark: _Ref535315100]Audit and specific rights
7.1 HQIP, NHSE (and any auditors of or other advisers to HQIP and NHSE) shall be entitled at any time during the Contract Term and for a period of 12 (twelve) months after the termination or expiry of this Contract, to audit the Data Recipient's compliance with the requirements of this Contract.
7.2 [bookmark: _Ref535318057]HQIP, NHSE (and any auditors of or other advisers to HQIP and NHSE) shall be entitled to audit the Data Recipient’s use of the Data which may include the auditing of the hosting and IT infrastructure, security, processes and procedures. The rights of HQIP and NHSE (and any auditors of or other advisers to HQIP and NHSE) under this Clause 7 to audit the Data Recipient's use of the Data includes the right for HQIP and NHSE (and any auditors of or other advisers to HQIP and NHSE) to audit the use of the Data by any person to whom the Data Recipient has transferred or given access to the Data whether as a sub-contractor, Data Processor or otherwise (each being a "Third Party Contractor"). The Data Recipient must include such provisions as are necessary to give HQIP and NHSE (and any auditors of or other advisers to HQIP and NHSE) that right in any sub-contract or other agreement or arrangement under which the Data Recipient permits such Third Party Contractor to have access to the Data and must use its best endeavours to procure that HQIP and NHSE (and any auditors of or other advisers to HQIP and NHSE) shall have access to the sites used by any such person to access the Data as if that person were the Data Recipient.
7.3 Subject to Clause 7.4, HQIP or NHSE will give the Data Recipient or Third Party Contractor not less than 10 (ten) Working Days' notice of any proposed audit and will not carry out more than 2 (two) audits within any 12 (twelve) month period. Subject to Clause 7.4, HQIP or NHSE will give the Data Recipient or Third Party Contractor not less than 7 (seven) days’ notice of any proposed audit where permissible and practicable.
7.4 [bookmark: _Ref535315140]If HQIP or NHSE, acting reasonably, has any concerns that:
7.4.1 the terms of this Contract and/or any DSA are not being adhered to by the Data Recipient and/or any Third Party Contractor; or
7.4.2 the terms of any Associated DSA are not being adhered to by the relevant data recipient under that Associated DSA,
HQIP and NHSE (and any auditors of or other advisers to HQIP and NHSE) shall be entitled to carry out one or more audits on the Data Recipient and/or the Third Party Contractor, including making unannounced visits and carrying out spot checks of the Data Recipient's sites and Third Party Contractor's Sites. There shall be no restriction on the number of audits HQIP and NHSE (and any auditors of or other advisers to HQIP and NHSE) may carry out under this Clause 7.4, and the restriction on the number of audits that HQIP and NHSE (and any auditors of or other advisers to NHSE) may carry out within a 12 (twelve) month period shall not apply to any audits carried out under this Clause 7.4.
7.5 The Data Recipient shall, for the purpose of any audit carried out under this Clause 7, provide or procure the access to the Data Recipient’s and relevant Third Party Contractor's sites, systems, procedures, documents and staff as may be necessary or desirable in connection with the audit and shall permit or procure that HQIP and NHSE (and any auditors of or other advisers to HQIP and NHSE) are permitted to take copies of relevant documents and data pursuant to such audit.
7.6 The Data Recipient shall provide and shall procure that its Third Party Contractor provides such information as HQIP and NHSE (and any auditors of or other advisers to HQIP and NHSE) reasonably requests in order to verify the Data Recipient's compliance with the terms of this Contract and/or any DSA.
7.7 The cost of any audit carried out under this Clause 7 shall be borne by the Data Recipient and the Data Recipient shall promptly reimburse HQIP and NHSE for all reasonable costs of the audit and the full cost of any investigation which HQIP and NHSE may commence prior to an audit taking place.
7.8 [bookmark: _Ref535315264]Subject to Clauses 7.9, 7.10, 7.11, and 7.12, HQIP and NHSE agree not to disclose to any third party any confidential information relating to the Data Recipient received or obtained by HQIP and NHSE (i) under Clause 3.8 with respect to the Data Recipient’s Derived Data, and (ii) in the course of carrying out any audit under this Clause 7.
7.9 [bookmark: _Ref535315212]The restrictions on disclosure and use of the Data Recipient's confidential information contained in Clause 7.8 shall not apply to information to the extent that it is or was:
7.9.1 already in the possession of or becomes available to HQIP and NHSE in either case free of any obligation of confidentiality;
7.9.2 required to be disclosed by HQIP and NHSE by law, regulation or pursuant to an order of a regulatory or supervisory body, or by any other competent authority, or to a professional adviser; or
7.9.3 at the time of receipt by HQIP and NHSE, is in the public domain or after such receipt comes into the public domain other than as a result of breach by HQIP and NHSE of this Clause 7.
7.10 [bookmark: _Ref535315214]HQIP and NHSE shall be entitled to share confidential information received or obtained by HQIP and NHSE in the course of carrying out any audit under this Clause 7 with government organisations in accordance with its performance of their functions including NHS England, the Department of Health, Government Legal Department, National Audit Office and any auditors or advisors to HQIP and NHSE.
7.11 [bookmark: _Ref535315215]HQIP and NHSE shall be entitled to publish the auditor’s findings and any audit report.
7.12 [bookmark: _Ref535315218]HQIP and NHSE are obliged to respond to requests under FOIA. HQIP and NHSE must consult with the Data Recipient prior to any release of confidential information received under this Clause 7, and shall take into account the Data Recipient’s views before responding to any request. Notwithstanding this Clause 7.12, Data Recipient acknowledges and accepts that HQIP and NHSE are responsible in their absolute discretion for determining whether the information is exempt from disclosure under FOIA.

8 [bookmark: _Ref535316006]Remediation process
8.1 Without limitation to Clause 7, Clause 13.6 and HQIP and NHSE’s other rights and remedies under this Contract, where: (i) the Data Recipient is in breach of this Contract or any DSA; or (ii) there is a breach of any Associated DSA; or (iii) (in HQIP and NHSE's reasonable opinion) there has been or is likely to be a breach of any Associated DSA; or (in NHSE's reasonable opinion) there has been or is likely to be a breach of the NHS Contract, HQIP and/or NHSE may:
8.1.1 suspend provision of all or part of the Data to the Data Recipient until the breach or suspected breach is resolved to HQIP and NHSE’s reasonable satisfaction;
8.1.2 suspend the licence(s) granted to the Data Recipient under Clause 3.1 in relation to all or part of the Data until the breach or suspected breach is resolved to HQIP and NHSE’s reasonable satisfaction; and/or
8.1.3 require (without limitation) the Data Recipient to:
(a) destroy or erase all or part of the Data received by the Data Recipient in accordance with Applicable Law, and Guidance, and produce a Certificate of Destruction; and/or
(b) produce, or cooperate with any data recipient who is a party to an Associated DSA to produce, a remediation plan detailing how the Data Recipient (and, if applicable, any data recipient who is a party to an Associated DSA) will resolve the breach or suspected breach to HQIP and NHSE’s reasonable satisfaction, together with a project plan.
8.2 Without prejudice to HQIP and NHSE’s rights and remedies under this Contract (including under Clause 12) where in HQIP and NHSE’s reasonable opinion the Data Recipient has not complied, or is not complying, with any of the Data Recipient's obligations under this Contract, or any DSA, the Data Recipient shall be liable to promptly reimburse HQIP and NHSE for its reasonable costs and expenses incurred in connection with such breach. For the avoidance of doubt, such reasonable costs may include costs associated with any additional HQIP and NHSE activity due to any resulting ICO investigation and any additional media and communication activity and costs.

9 [bookmark: _Ref535316009]Warranties
9.1 The Data Recipient warrants to HQIP and NHSE that:
9.1.1 it has the full right and authority to enter into this Contract; and
9.1.2 it shall use the Data in accordance with all Applicable Laws.
9.2 The Data is provided to the Data Recipient by HQIP and NHSE on an 'as is' basis and HQIP and NHSE do not warrant the accuracy or completeness of the Data, nor that the Data does not infringe the Intellectual Property Rights of any third party, nor do they undertake that the Data will meet the requirements of, or be fit for any purpose of, the Data Recipient.

10 [bookmark: _Ref535316013]Charges
10.1 In consideration of the provision of the Data by HQIP , the Data Recipient agrees to pay the
Charges as set out in the relevant DSA.
10.2 The Charges set out in the relevant DSA are payable by the Data Recipient thirty (30) days from the date of receipt by the Data Recipient of an invoice for any Charges from HQIP (the "Due Date").
10.3 All Charges (or appropriate portions thereof) shall be paid by the Data Recipient to HQIP to its nominated bank account by the Due Date(s), in cleared funds, without withholding, set-off or deduction, and time for payment is of the essence.
10.4 All Charges payable shall be paid in pounds (£) sterling and are exclusive of VAT, which shall be paid in
addition at the appropriate rate, where VAT applies.
10.5 [bookmark: _Ref535315803]Where the Data Recipient fails to make payment, HQIP shall be entitled (but shall not be obliged) to charge the Data Recipient interest on all sums overdue at the statutory interest rate as set by the LPCDA (from time to time in force) calculated on a daily basis from the relevant Due Date until payment is made in full by the Data Recipient.
10.6 [bookmark: _Ref535315887]In addition to its right to charge interest on late payment as set out in Clause 10.5, and without prejudice to its other rights under this Contract or any applicable DSA, where the Data Recipient fails to make payment within a further fourteen (14) days from the first date that any sums are overdue, HQIP shall be entitled (but shall not be obliged) to do any, or a combination of, the following on written notice to the Data Recipient:
10.6.1 to immediately suspend provision of Data under any of the DSAs; and/or
10.6.2 to terminate either immediately or by the time specified in the notice, the applicable DSA; and/or
10.6.3 to terminate either immediately or by the time specified in the notice, all other DSAs that are entered into under this Contract; and/or
10.6.4 to immediately suspend any existing applications.

11 [bookmark: _Ref535315815]Liability
11.1 This Clause 11 sets out:
11.1.1 the types of loss for which HQIP and NHSE shall not in any circumstances be liable to the Data Recipient under or in connection with this Contract or any DSA;
11.1.2 the maximum liability that HQIP and NHSE shall have to the Data Recipient under or in connection with this Contract or any DSA; and
11.1.3 the types of liability that are not limited by anything in this Contract.
11.2 Except as set out in Clause 11.4, HQIP and NHSE shall in no circumstances be liable to the Data Recipient for:
11.2.1 [bookmark: _Ref535315846]any loss of profits, revenue, opportunity, contracts, sales, turnover, anticipated savings, goodwill, reputation, business opportunity, production, or loss to or corruption of data (regardless of whether any of these losses or damages are direct, indirect or consequential); and
11.2.2 any indirect or consequential loss or damage whatsoever (including where such loss or damage is of the type specified in Clause 11.2.1).
11.3 Except as set out in Clause 11.4, HQIP and NHSE's total aggregate liability for any and all claims arising under or in connection with each DSA regardless of form of action and whether in contract, tort (including negligence and breach of statutory duty) or otherwise is limited to the greater of:
11.3.1 the total Charges paid by the Data Recipient to HQIP under that DSA under which the
event or events giving rise to the liability occurred; or
11.3.2 £1,000 (one thousand pounds).
11.4 [bookmark: _Ref535315826]Nothing in this Contract shall limit NHSE’s, HQIP’s or the Data Recipient’s liability to the others for:
11.4.1 death or personal injury resulting from the negligence of its employees, agents or subcontractors;
11.4.2 fraud or fraudulent misrepresentation; or
11.4.3 any other liability that cannot be excluded or limited as a matter of law.
11.5 Other than any warranties expressly set out in this Contract, all warranties, conditions or other terms, whether express or implied by statute, common law, trade usage or otherwise are excluded except to the extent the exclusion is prohibited by law.

12 [bookmark: _Ref535314981]Indemnity
12.1 The Data Recipient shall indemnify HQIP and NHSE in full for any liabilities, losses, demands, claims, damages, amounts agreed in settlement, costs and expenses incurred which arise from or in connection with:
12.1.1 any loss of the Data by the Data Recipient;
12.1.2 unauthorised or unlawful use of the Data beyond the Purpose(s) by the Data Recipient;
12.1.3 any breach of this Contract by the Data Recipient, whether arising in negligence, contract or otherwise; and
12.1.4 any monetary penalty notice imposed on HQIP and NHSE by the Information Commissioner under Data Protection Law as a result of the Data Recipient's breach of this Contract.

13 [bookmark: _Ref535315875]Term and termination
13.1 This Contract shall, subject to prior termination in accordance with this Clause 13, continue for the
Contract Term. Each DSA shall, subject to prior termination in accordance with this Clause 13, become effective on the relevant start date and shall continue for the Term as set out and defined in the relevant DSA.
13.2 If the Data Recipient wishes to retain the Data beyond the end of the Term of any DSA:
13.2.1 it must have submitted an application to HQIP not less than three months prior to the expiry of the Term of the relevant DSA to put in place a new data sharing agreement, and such new data sharing agreement must be executed by the parties to replace the relevant DSA prior to the expiry of the term of the relevant DSA; and
13.2.2 the Data Recipient will be required to ensure that this Contract (or a replacement to this
Contract) is in place for the duration of the DSA(s). Under no circumstances shall the Data Recipient retain the Data without an extant DSA and Contract in place which relates to that Data.
13.3 [bookmark: _Ref535315925]HQIP may terminate this Contract and/or any DSA by giving to the Data Recipient not less than one month's prior written notice.
13.4 HQIP may terminate any DSA immediately on written notice to the Data Recipient if any Associated DSA is terminated (for any reason).
13.5 [bookmark: _Ref535315928]On or at any time after the occurrence of an event specified in Clauses 10.6 or 13.6, HQIP shall be entitled to terminate this Contract and/or any DSA, with immediate effect by written notice to the Data Recipient.
13.6 [bookmark: _Ref535315688]HQIP may terminate this Contract and/or any DSA if:
13.6.1 the Data Recipient is in material breach of this Contract and/or any DSA and that breach cannot be remedied;
13.6.2 the Data Recipient is in material breach of this Contract and/or any DSA which can be remedied but the Data Recipient fails to do so within 30 days starting on the day after receipt of written notice from HQIP;
13.6.3 in respect of Data which constitutes Personal Data, the Data Recipient no longer has the legal basis to process this Data;
13.6.4 the Data Recipient stops payment of its debts or is unable to pay its debts as they fall due;
13.6.5 the Data Recipient is dissolved;
13.6.6 the Data Recipient becomes or is declared insolvent or a resolution is passed for the winding up of the Data Recipient, or the Data Recipient convenes a meeting of its creditors or makes or proposes to make any arrangement or composition with its creditors or a liquidator, an administrative receiver, a receiver, manager, trustee or administrator or analogous officer is appointed in respect of all or any part of its property, undertaking or assets, or the Data Recipient becomes subject to any bankruptcy procedure or analogous insolvency procedure in any jurisdiction, or any person files a notice of intention to appoint an administrator or a notice of appointment of an administrator or applies to court for an administration order in respect of the Data Recipient;
13.6.7 it becomes unlawful for the Data Recipient to perform all or any of its obligations under this Contract and/or any DSA;
13.6.8 there is a change in Applicable Law which materially affects HQIP 's powers to provide Data to the Data Recipient; or
13.6.9 the Data Recipient (being a natural person) shall die or become mentally incapacitated.
13.7 Without prejudice to HQIP 's rights under Clauses 13.3 and 13.5:
13.7.1 where the Data Recipient commits any breach of this Contract and/or any DSA; or
13.7.2 an event specified in Clause 13.6 occurs; or
13.7.3 if there is a breach of any Associated DSA; or
13.7.4 (in HQIP's reasonable opinion) there has been or is likely to be a breach of any Associated DSA;  
HQIP shall be entitled to suspend this Contract and/or any DSA (which shall include the suspension of any licence granted to the Data Recipient under Clause 3.1) without incurring any liability to the Data
Recipient, with immediate effect by written notice to the Data Recipient.
13.8 The Data Recipient may terminate this Contract or any DSA at any time by notifying HQIP in writing.
13.9 Termination and, subject to Clause 13.10, expiry of this Contract will automatically terminate all DSAs that are entered into under this Contract.
13.10 [bookmark: _Ref535315976]Termination and expiry of the NHSE data Sharing Framework Contract and /or the NHSE data Sharing Agreement will automatically terminate the Sub-Licence, this Contract and all DSAs that are entered into under this Contract.
13.11 Suspension of the NHSE data Sharing Framework Contract and /or the NHSE data Sharing Agreement will automatically suspend the Sub-Licence, this Contract and all DSAs that are entered into under this Contract.

14 Consequences of termination
14.1 [bookmark: _Ref535315987]On or before the effective date of termination or expiry of this Contract the Data Recipient must ensure that all Data is securely and permanently destroyed or erased. On or before the effective date of termination or expiry of any DSA, the Data Recipient must ensure that all Data licensed under that DSA is securely and permanently destroyed or erased, save where agreed in a replacement DSA for the Data to be retained.
14.2 On completion of the activity in Clause 14.1, the Data Recipient shall promptly, and in any event within 28 days of the date of termination or expiry of this Contract, or any DSA, provide confirmation of the secure and permanent destruction to HQIP and NHSE in the form of a Certificate of Destruction.
14.3 Any provision of this Contract that expressly or by implication is intended to come into or continue in force on or after termination or expiry of this Contract (including Clauses 6, 7, 8, 9, 10, 11, 12, 13, 16, 17, 18 and 19) shall remain in full force and effect.

15 Assignment
15.1 The Data Recipient shall not assign, novate, transfer, charge, dispose of or deal in any other manner with this Contract and/or any DSA, or any of its rights or beneficial interests under it, or purport to do any of the same, nor sub-contract any or all of its obligations under this Contract, without the prior written consent of HQIP and NHSE.
15.2 HQIP and NHSE may assign, transfer, charge, dispose of or deal in any manner with its rights and obligations under this Contract and/or any DSA. Where it does so, HQIP and NHSE shall notify the Data Recipient of such change in writing.

16 [bookmark: _Ref535316032]Notices
16.1 Except where any provision of this Contract states otherwise, all notices and communications sent pursuant to this Contract shall be in writing and shall be deemed to have been duly given:
16.1.1 when delivered, if delivered by hand; or
16.1.2 on the second Working Day after mailing, first class postage pre-paid; or
16.1.3 when delivered by email, when the recipient, by an email sent to the email address for the sender, or by a notice delivered by another method in accordance with this clause, acknowledges having received that email, (with an automatic “read receipt” also constituting acknowledgment of an email for purposes of this clause).
16.2 Notices shall be addressed to the addresses provided in Part 1 of this Contract or to such other address as the parties may notify in writing from time to time. Each party shall notify the other party in accordance with this Clause 16 if the address specified in Part 1 of this Contract is no longer an appropriate address for the service of notices and communications.

17 [bookmark: _Ref535316034]Publicity
17.1 NHSE and HQIP shall be entitled to Publish the terms of this Contract, any DSA and the results of any audit.

18 [bookmark: _Ref535316035]Miscellaneous
18.1 Nothing in this Contract or any arrangement contemplated by it shall constitute either party a partner, agent, fiduciary or employee of the other party.
18.2 [bookmark: _Ref535316716]HQIP and NHSE may notify the Data Recipient in writing from time to time of any update(s) that shall apply to this Contract and/or any DSA. Where specified by HQIP and NHSE, such updates shall be effective from the date specified in such notification.
18.3 Without prejudice to Clause 18.2, no amendment or variation of the terms of this Contract or any DSA shall be effective unless made or confirmed in writing, and signed by the parties to this Contract.
18.4 If any provision of this Contract shall be found by any court or body or authority of competent jurisdiction to be invalid or unenforceable, such provision shall be severed from the remainder of this Contract which shall remain in full force and effect to the extent permitted by law.
18.5 The rights and remedies provided by this Contract are cumulative and (unless otherwise provided in this Contract) are not exclusive of any rights or remedies provided by law.
18.6 Except as provided in Clause 18.7 this Contract does not create, confer or purport to create or confer any benefit or right enforceable by any person not a party to it (except that a person who is a permitted successor to or assignee of the rights of a party to this Contract shall be deemed to be a party to this Contract).
18.7 [bookmark: _Ref535316728]NHSE shall benefit from and can enforce against the Data Recipient directly the terms of the Contract, the DSA and the Sub-Licence in accordance with the Contracts (Rights of Third Parties) Act 1999 (without the involvement or consent of HQIP).
18.8 HQIP and NHSE shall not be liable to the Data Recipient for any delays in performance, non-performance or breach of any of its obligations under this Contract and/or any DSA caused by matters beyond their reasonable control. Such matters shall include (without limitation) industrial disputes, acts of God, insurrection or civil disorder, war or military operations, national or local emergency, acts of government or acts or omissions of third parties.

19 [bookmark: _Ref535316038]Governing law and jurisdiction
19.1 This Contract and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with English law.
19.2 Each party irrevocably agrees that, for the sole benefit of HQIP and NHSE and subject to Clause 19.3, the courts of England and Wales shall have exclusive jurisdiction to hear and determine any suit, action or proceedings, and to settle any disputes or claims (including non-contractual disputes or claims) which may arise out of or in connection with this Contract and/or any DSA, its subject matter or formation.
19.3 [bookmark: _Ref535316740]Nothing in this Clause 19 shall limit the right of HQIP and NHSE to take proceedings against the Data Recipient in any other court of competent jurisdiction, nor shall the taking of proceedings in any one or more jurisdictions preclude the taking of proceedings in any other jurisdictions, whether concurrently or not, to the extent permitted by the law of such other jurisdiction.

20 [bookmark: _Ref535316758]Entire agreement
20.1 This Contract constitutes the entire agreement and understanding of the parties and supersedes any previous agreement between the parties relating to the subject matter of this Contract, but without prejudice to the rights and liabilities of the parties accrued before the date of this Contract.
20.2 Except in respect of any fraudulent misrepresentation made by a party, the parties acknowledge that they have not relied on any representations, writings, negotiations or understandings, whether express or implied, (other than as set out in this Contract) in entering into this Contract.
20.3 Nothing in this Clause 20 shall operate to limit or exclude any liability for fraud.











SCHEDULE 1
Interpretation
1 In this Contract the following expressions have the following meanings:

	"Anonymised Data"
	Data in a form that does not identify individuals and where identification through its combination with other data is not likely to take place;

	"Applicable Law"
	all laws, regulations, orders, directions or determinations that are applicable to the obligations of the Data Recipient under this Contract and/or any DSA, including by way of example but not limited to those identified in Schedule 3;

	"Associated DSA"
	any data sharing agreement between HQIP or NHSE and a third party data recipient which is expressly stated in the relevant DSA under this Contract to be an "Associated DSA";

	"Certificate of Destruction"
	a certificate signed by an authorized representative of the Data Recipient, or specialist third party engaged to securely destroy the Data, which assures HQIP and NHSE that the Data and all hard and soft copies thereof held by the Data Recipient have been securely and permanently destroyed in accordance with Applicable Law and Guidance (including the NHSE Destruction and Disposal of Sensitive Data Good Practice Guidelines),
and “Certification of Destruction” shall be interpreted as the provision of such certificate;

	"Charges"
	the charges payable, if any, for the provision of the Data as set out in the relevant DSA(s), and the cost of audit(s) where applicable;

	"Contract Term"
	has the meaning given in Clause 2.1 of Part 1;

	"Data"
	the health or social care data specified in and that is provided by HQIP and NHSE to the Data Recipient under a DSA;
and such term shall also be deemed to include Manipulated Data unless otherwise specified;

	"Data Breach"
	a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Data;

	"Data Controller"
	a data controller as defined in Section 1(1) of the Data Protection Act 1998, and, from 25 May 2018, a controller as defined in Article 4 of GDPR;

	"Data Controller in Common" or “DCIC”
	a data controller in common as envisaged in the definition of data controller in Section 1(1) of the Data Protection Act 1998 and from 25 May 2018, means where two or more controllers share a pool of personal data that they process independently of each other;

	"Data Processor"
	a data processor as defined in Section 1(1) of the Data Protection Act 1998, and, from 25 May 2018, a processor as defined in Article 4 of GDPR;

	“Data Protection Law”
	the Data Protection Act 1998 and all other applicable laws and regulations from time to time in force relating to data protection, privacy and the processing of personal data, including, on and from 25 May 2018, GDPR, together with all guidance and codes of practice issued or adopted by a regulator (or group of regulators) with jurisdiction over the data processing arrangements contemplated in this Contract;

	"Data Recipient"
	the party named in Clause 1.2 of Part 1 of this Contract who will be a Data Controller of any Personal Data to be shared under and in accordance with this Contract and any DSA;




	"Derived Data"
	any Data (wholly or in part) that is Manipulated to such a degree that it:
(a) cannot be identified as originating or deriving from the Data and cannot be reverse-engineered such that it can be so identified; and
(b) is not capable of use as a substitute for the Data; and
(c) has not at any time been verified by NHSE as not fulfilling the criteria
(a) and (b) above

	"Distribute"
	make accessible (including the provision of access through a database or other application populated, sub-licensing, transferring or disclosing) by any means, including any electronic means;
(and "Distributing" shall be construed accordingly)

	"DSA"
	has the meaning given in Clause 3.4 of Part 1;

	"FOIA"
	has the meaning given in Clause 6.4 of Part 2;

	“GDPR”
	the European General Data Protection Regulation, namely Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC on and from the date upon which the Regulation applies (as set out in Article 99);

	"Good Industry Practice"
	the degree of skill, care, prudence, foresight and operating practice which would reasonably and ordinarily be expected from time to time of a skilled and experienced person engaged in the same or similar type of undertaking or carrying out the same or similar type of activities as the Data Recipient;

	"Guidance"
	any applicable guidance or standards including codes of practice, standards and guidance issued by the Information Commissioner, the Department for Health, NHS England, the Standardisation Committee for Care Information and NHSE, including by way of example but not limited to those identified in Schedule 3 of this Contract;

	"IG Toolkit"
	the Department of Health's information governance toolkit, which includes the policies and standards required by the Department of Health, and which can be accessed from https://www.igt.hscic.gov.uk,
and any replacement of the same by the Department of Health;

	"Information Asset Owner"
	a senior member of staff who is the nominated owner for one or more identified information assets within the Data Recipient;

	"Information Asset Register"
	a list of personal and non-personal information assets held by the Data Recipient;

	"Intellectual Property Rights" or "IPR"
	all intellectual property rights including copyright, database rights, trade marks and trade names, patents, topography rights, design rights, trade secrets, know-how and all rights of a similar nature or having similar effect which subsist anywhere in the world, whether or not any of them are registered and applications for registrations of any of them;

	"Joint Data Controller(s)"
or “JDC”
	a joint data controller as envisaged in the definition of data controller in Section 1
(1) of the Data Protection Act 1998 and, from 25 May 2018, a joint controller as defined in Article 26 of GDPR;

	"LPCDA"
	the Late Payment of Commercial Debts (Interest) Act 1998 (as amended by The Late Payment of Commercial Debt Regulations 2002 (SI 1674) and the Late Payment of Commercial Debt Regulations 2013);

	"Manipulate"
	means:
· combine (wholly or in part) with other data or information; or
· aggregate (wholly or in part) with other data or information; or
· adapt (wholly or in part);
(and "Manipulating" and "Manipulated" shall be construed accordingly)

	"Manipulated Data"
	any Data that has been Manipulated, unless and until it qualifies as Derived Data (to be determined at the sole discretion of NHSE);

	“NHS Contract”
	 means together the NHSE data Sharing Framework Contract and any NHSE data Sharing Framework Agreement entered into between NHSE and HQIP from time to time;    

	“NHSE data”
	Data supplied by NHSE, via HQIP, as set out in section 10 of the Data Access Request Form.

	"NHSE"
	The Health and Social Care Information Centre, a body corporate established pursuant to section 252 of the Health and Social Care Act 2012 whose address is 1 Trevelyan Square, Boar Lane, Leeds LS1 6AE;

	“NHSE Data Sharing  Agreement”  
	NHSE data Sharing Agreement reference DARS-NIC-07289-G8J6C-v8.9 dated 07.04.2021 entered into between NHSE and HQIP.  

	“NHSE Data Sharing Framework Contract”  
	NHSE data Sharing Framework Contract reference CON-326178-V9S5X (Version2.01) dated 04.11.2020 entered into between NHSE and HQIP;  

	"Personal Data"
	personal data as defined in Section 1(1) of the Data Protection Act 1998, and, from 25 May 2018, in accordance with Article 4 of GDPR;

	"Personnel"
	all employees, agents and contractors of the Data Recipient who may have access to the Data;

	"process" and "processing"
	have the meaning set out in section 1(1) of the Data Protection Act 1998, and from 25 May 2018, in accordance with Article 4 of GDPR;

	"Publish(ing)"
	to make available to third parties in any form, including the production of hard copy materials, soft and/or electronic copies, e-mails and posting online;

	"Purpose(s)"
	the purpose(s) for which the Data Recipient is permitted to use the Data, as set out in the relevant DSA;

	"Special Conditions"
	the special conditions for processing the Data as set out in the relevant DSA;

	“Sub-Licence”
	Has the meaning set out in Clause 3.1 of Part 2; 

	"Territory"
	the territory specified in the relevant DSA;

	“Term”
	the term for which the Data Recipient is permitted to use the relevant Data as defined in the relevant DSA;

	“Third Party Contractor”
	has the meaning given in Clause 7.2 of Part 2; and

	"Working Day"
	a day, other than a Saturday, Sunday or public holiday in England, when banks in London are open for business.




2 In this Contract:
2.1 any gender includes any other gender and the singular includes the plural and vice versa;
2.2 references to persons include bodies corporate, unincorporated associations, governments, states, partnerships and trusts (in each case, whether or not having separate legal personality);
2.3 the Schedules form part of this Contract and the expression “this Contract” includes the Schedules;
2.4 any reference to a statutory provision includes a reference to any modification, consolidation, replacement or re-enactment of the provision from time to time in force and all subordinate instruments, orders or regulations made under it; and
2.5 any words following or associated with the terms including, include, in particular, for example, by way of example, or any similar expression, shall be construed as illustrative and shall not limit the sense of the words, description, definition, phrase or term preceding or associated with those terms.



2 The Data Recipient shall promptly, and in any event not later than reasonably required in order to enable NHSE and HQIP to fulfil its duties under the Data Protection Law provide such information as NHSE and HQIP requires relating to the identity of any third parties to whom the Data has been disclosed by the Data Recipient to the extent NHSE and HQIP requires this information to comply with its duties under the Data Protection Law.

3 The Data Recipient shall implement and maintain security and risk assessment standards, facilities, controls and procedures appropriate to the nature of the Data held by it and the harm that would be caused by its loss or disclosure, including:
3.1 to maintain a comprehensive and up-to-date data protection policy, (and the Data Recipient shall ensure that all its Personnel who have access to the Data shall comply with the obligations upon them contained in the data protection policy);
3.2 to maintain an up to date Information Asset Register, which identifies the Information Asset Owner for Data supplied under the relevant DSA.

4 The Data Recipient shall ensure:
4.1 that it has properly configured access rights for its Personnel including a well-defined joiners and leavers process to ensure access rights to the Data are properly managed;
4.2 that it has proper controls in place to make sure that complex alphanumeric passwords are required for access to the Data and that training is provided in relation to the need to keep such passwords secure;
4.3 it has in place procedures to identify wrongful use of Data, including the monitoring of wrongful access to Data;
4.4 that suitable and effective authentication processes are established and used to protect Data;
4.5 that Data is backed up on a regular basis and that all back up data is subject to such vigorous security procedures as are necessary in order to protect data integrity, such security measures being commensurate to the nature of the data. The Data Recipient shall take particular care when transporting backup data and other personal information and shall ensure such backup data and other personal information is transported in a safe and secure manner;
4.6 that Data transferred electronically is encrypted using only the Advanced Encryption Standard (AES)
– 256 bits specification;
4.7 that Data stored on laptops or other portable media is encrypted and that the Data Recipient maintains an accurate, up to date asset register, including all such portable media used to process the Data;
4.8 that Personnel are not able to access the Data from home or via their own electronic device other than through a secure electronic network and that Data may not be stored in such devices;
4.9 that suitable physical security measures are established commensurate to the harm that could result from the unlawful disclosure of the Data. Such physical security measures shall be as identified in the Data Recipient’s data protection policy;
4.10 without prejudice to the Data Recipient's obligations to NHSE and HQIP in relation to the disposal of Data, all Data which is disposed of must be disposed of in accordance with Applicable Law and Guidance (including the NHSE Destruction and Disposal of Sensitive Data Good Practice Guidelines), (and provided it does not conflict with the foregoing, in accordance with the Data Recipient's policy for the disposal of Data identified in the data protection policy, including the disposal of assets containing Personal Data, a copy of which policy shall be provided, on request, to NHSE and HQIP ; and
4.11 that the Data Recipient establishes and maintains adequate data security compliance policies and audits its use of Personal Data in compliance with its data security policies on a regular basis and in any event annually.

5 The Data Recipient shall nominate in writing an individual to take responsibility and be accountable for compliance with Data Protection Law, and shall provide to NHSE and HQIP the name of that individual.

Section B
1 It is the Department of Health’s policy that all organisations which process NHS patient information must
provide security assurance through annual completion and publication of the IG Toolkit.

2 To provide assurance that good information governance practices are being maintained, the Data Recipient must demonstrate, and will allow NHSE and HQIP to audit, that it:

A: meets or exceeds the IG Toolkit standards required by NHSE for their organisation type
Organisation Code:
If A does not apply, B and/or C, as NHSE may require and specify in the relevant DSA: B: is Certified against international security standard ISO 27001
AND/OR
C: Has other security assurance in place which, without prejudice to any other elements of such assurance, meets the requirements of paragraph 4 below.
 
In cases where the Data Recipient has not completed an IG Toolkit assessment to NHSE's and HQIP’s satisfaction and where the Data Recipient is not ISO 27001 certified, in addition to the information provided in the relevant DSA detailing the security assurance it has in place, the Data Recipient must ensure that it meets the requirements set out in paragraph 4 of this section B of Schedule 2, which NHSE and HQIP reserves the right to audit in accordance with Clause 7 of Part 2 of this Contract.

3 Where the Data Recipient has provided information in the relevant DSA about what other security assurance it has in place, and without prejudice to the Data Recipient's other obligations under this Contract, the Data Recipient shall:
3.1 process Personal Data only for the provision of health care or adult social care, or the promotion of health, and only for purposes described in this Contract and the relevant DSA, and which are consistent with the purposes recorded in the Data Recipient’s data protection registration with the Information Commissioner’s Office;
3.2 request and process the minimum data necessary (e.g. using age range rather than age if sufficient);
3.3 deploy secure processes, procedures, practice and technology for storage and access, commensurate with the Personal Data being processed;
3.4 ensure the rights of individuals are met, such as satisfying subject access requests received, ensuring data accuracy and correcting errors, and handling objections and complaints;
3.5 permanently destroy/delete or erase the Data once it is no longer required for the purpose for which it was collected and confirm destruction to NHSE and HQIP;
3.6 ensures all Personnel with access to Personal Data provide a written undertaking that they understand and will act in accordance with the Data Protection Law, will not share passwords, and will protect the confidentiality of the Personal Data;
3.7 report immediately to NHSE and HQIP any security incidents relating to the Data, and any instances of breach of any of the terms of this Contract; and
3.8 comply with any specific legislation in relation to the Data (such as the Statistics and Registration Services Act 2007).


SCHEDULE 3
Applicable Law and Guidance
Applicable Law with which the Data Recipient must comply under this Contract includes, but is not limited to the following:

Applicable Law
· The Care Act 2014
· The Computer Misuse Act 1990
· The Copyright, Designs and Patents Act 1988
· The Data Protection Act 1998
· The Human Rights Act 1998
· The Electronic Communications Act 2000
· The Freedom of Information Act 2000
· The European General Data Protection Regulation, namely Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC, on and from the date upon which the Regulation applies (as set out in Article 99 (Entry into force and application)
· The Health and Social Care Act 2012
· Section 251 of the NHS Act 2006 (originally enacted under Section 60 of the Health and Social Care Act 2001)
· The Regulation of Investigatory Powers Act 2000
· The Statistics and Registration Services Act 2007
Where applicable, the Data Recipient shall comply with the following Guidance.

Guidance
· Anonymisation Standard for Publishing Health and Social Care Data (ISB, 1523).
· Anonymisation: managing data protection risk code of practice (ICO, 2012).
· A guide to confidentiality in health and social care (HSCIC 2013).
· ISO/IEC 27001:2013 (published by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC)).
· The Caldicott Committee Report on the Review of Patient-Identifiable Information 1997.
· NHSE Destruction and Disposal of Sensitive Data Good Practice Guidelines Version: 3.0 Date: March 2015.
· The Caldicott Information Governance Review: Information: To share or not to share? The
Information Governance Review (March 2013) also known as Caldicott 2
· NHSE Code of Practice on confidential information (HSCIC, 2014).
· Confidentiality: NHS Code of Practice 2003.
· The NHS Care Record Guarantee 2011 (Version 5).
· Information Security Management: NHS Code of Practice (2007).
· IGA: Records Management Code of Practice for Health and Social Care 2016.
· ONS Review of Dissemination of Health Statistics: Confidentiality Guidance 2006.
· The ONS Disclosure control guidance for birth and death statistics 2014.
· The Code of Practice for Official Statistics.
· The Social Care Record Guarantee 2009.
· Such guidance as may be issued by the ICO in relation to the European General Data Protection Regulation, namely Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data.
· 
	1 Parties
This Data Sharing Agreement is made between:
1.1 	Healthcare Quality Improvement Partnership (“HQIP”) Healthcare Quality Improvement Partnership (“HQIP”) incorporated and registered in England and Wales with company number 06498947 whose registered office is at 27a Harley Place, London, W1G 8LZ; and
1.2 The party whose details are set out in the Data Access Request Form (the "Data Recipient").
2 Status of this Agreement
2.1 This Data Sharing Agreement ("DSA") is subject to the terms of the Data Sharing Framework Contract made between HQIP and the Data Recipient. This DSA comprises:
2.1.1 the details set out in this document;
2.1.2 the Annexes to this document.
2.2 In the event of any conflict between any provision of this DSA and the Data Sharing Framework Contract:
2.2.1 the Special Conditions in the Data Access Request Form of this DSA shall prevail, followed by,
2.2.2 Part 1 of the Data Sharing Framework Contract, followed by,
2.2.3 Part 2 of the Data Sharing Framework Contract, followed by,
2.2.4 the Data Sharing Framework Contract Schedules, followed by,
2.2.5 the remainder of the terms of this DSA
3 Term and Termination of this DSA
3.1 This DSA shall commence on the start date specified in the Data Access Request Form and, unless otherwise terminated in accordance with the terms of this DSA and/or the Data Sharing Framework Contract, shall continue until the end date specified in the Data Access Request Form (the "Term").
3.2 This DSA will terminate automatically on the termination or expiry of the Data Sharing Framework Contract.
3.3 This DSA may be terminated prior to the end of the Term:
3.3.1 by the Data Recipient at any time by notifying HQIP in writing;
3.3.2 by HQIP at any time by giving to the Data Recipient not less than one months' prior notice in writing; or
3.3.3 in accordance with the provisions of the Data Sharing Framework Contract from time to time in force.
3.4 This DSA may be updated or varied from time to time by:
3.4.1 HQIP notifying the Data Recipient of the update in accordance with Clause 18.2 of the Data Sharing Framework Contract; or
3.4.2 HQIP and the Data Recipient agreeing the variation in accordance with Clause 18.3 of the Data Sharing Framework Contract.
3.5 Where this DSA is updated or varied in accordance with Clause 3.4, HQIP shall issue an updated version of the DSA to the Data Recipient to reflect the update or variation to the terms ("Updated DSA"). HQIP shall allocate a new sequential version number to the Updated DSA to identify that the DSA is updated or varied. For example, a DSA with reference DARS-NIC-NNNNN-NNNNN-v1.1, would be updated to DSA DARS-NIC-NNNNN- NNNNN-v2.0.
3.6 The parties acknowledge that this DSA, as updated or varied in accordance with Clause 3.4, shall be read and construed as the same appears in an Updated DSA. Except as updated or varied in accordance with Clause 3.4, this DSA shall continue in full force and effect.
4 Data
4.1 The Data Access Request Form HES/PROMs/CivReg data fields spec (Data Access Request Form section 10) sets out the details of the Data that will be provided by HQIP to the Data Recipient under this DSA.
4.2 HQIP shall supply the Data to the Data Recipient or its nominated Data Processor in accordance with the data transfer method set out in the Data Access Request Form.
4.3 The Data Recipient shall:
4.3.1 comply with the provisions set out in the Data Access Request Form; and
4.3.2 only process and store the Data at the location(s) specified the Data Access Request Form.

5 Data Processor
5.1 The Data Recipient wishes to engage the party whose details are set out in the Data Access Request Form to act as its Data Processor to carry out the processing activities set out in the Data Access Request Form.
5.2 HQIP consents to the appointment by the Data Recipient of the party whose details are set out in the Data Access Request Form to act as its Data Processor solely for the processing activities set out in the Data Access Request Form. No other processing or use is permitted by the Data Processor.
5.3 The Data Recipient shall be responsible for all acts and omissions of the Data Processor as if they were acts and omissions of the Data Recipient under this DSA.
6 Charges
6.1 The Data Recipient shall pay the Charges set out in the NJR Cost Recovery Policy in accordance with the payment terms contained there and in the Data Sharing Framework Contract.
7 Data Access
7.1 Under the terms of this DSA, the Data Recipient must ensure that access to the Data is managed, auditable and restricted to those individuals who need to process the Data for the Purpose outlined in this DSA.







SCHEDULE 1

1 Interpretation

1.1 In this DSA the following expressions have the following meanings. Defined terms not detailed below shall be interpreted in accordance with the defined terms set out in the DSFC:
	Data Access Request Form
	means the HQIP Data Access Request Form submitted to the NJR Research Committee and HQIP Data Access Review Group which forms part of this agreement.

	Data Recipient
	means the party named in the Data Access Request Form who will be a Data Controller of any Personal Data to be shared under and in accordance with this DSA;

	Data Sharing Framework Contract or DSFC
	means the Data Sharing Framework Contract

	HES/PROMs/CivReg data fields spec
	means the data specification detailing data fields requested, as part of the Data Access Request Form 

	Identifiable Data
	means Personal Data, but extended to apply to dead as well as living individuals;

	Non-identifiable Data
	means Data that is not Identifiable Data;

	Term
	has the meaning given in Clause 3.1 of this DSA.


1.2 The rules of interpretation in the DSFC shall apply to this DSA.
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Annex A: Approval Information
	Applicant

	Name
	Click or tap here to enter text.

	
	Position
	Click or tap here to enter text.

	
	Signature
	
	
	Date of signature
	Click or tap to enter a date.
	
	Date of signature
	Click or tap to enter a date.
	HQIP / data controller: 

	Name
	Click or tap here to enter text.

	
	Position
	Click or tap here to enter text.

	
	Signature
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